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dY (Abstract)

FIATT ST4AT FFYET, Feavad SR T §ETINT [T TaH [FRTFe0 Geafee FIqerg agae
FITT (Cyber Law) 77 | FIEaT FG7q F@vdd G TTTE [MIFT T7 HAgd 38 |
GIeT FITT T Argaarg g7 FRIGRArE d9ar G777 HeT R gewiftae
STTITETSH (fraud) I TFH [ARIECT AEE7 TGS FITTTANTH FIRATET  HATNCEIRT
grEve FEET ST AT TR | Ad AT FT HEATI F | ETH FEYET FRTAST
TeAH THITHT FINTEH &) | FEGSTF F4 AFAT T Faag-Agared aTgr e daaeng afaar
T JITHRTAT FATSIRUF & | =17 TR JITHTT 8T Fa7THT 797 AT v’ & a7
BV TIT ATATH T TAT Al e G afye TEREHE G | GAE dGE ATRTATEAA TaT
FATT THTEE G [AawesT &7 | #T TG THERE, 9% &Fe (hacking), FEE
TFFIRT FI¢], FIEa7 T (Cyber bullying), TITATAT 95 HAlla 75T &7 |

FT U FEYET, FEXACH GEIIIT FT FARITE FIAGIA FA TAAATE IS TTTE
(Cyber Crime) 9l | 5l TZHT FAGT FFET, gravd T AT TEAIF ATETEE TAIT
TR & T ¥ AREAHA FAATE TS ST e | T T RhATeharagears AT 7
FTZTHE FTAAZ FIET BT HI77e | FIZAT FITAA ZEvd THEIET ST [FFAIT FIeiare
U7 R0§3 & FFYST TIT AT HYTTEIGT THIIET HETE®eAZ FTFIET TAFT AN ST ~ATIFE
HgE®, AT FEAL =AFET  (Information Technology Tribunal), FHI¢ FiaAfd gaeraaT
RITATREIFRT (Information Technology Appellate Tribunal) #FI T TRFE & | ~TATEAFTITT
IR % HEIEe &7 ¢ Gaviaad ~=dIa@# v Ticd TaH Teqaqyl Helew &7 aedr T0# & |
FT 209% HT A TFHT AT AT 2 ATG §% EAR ¥ I GrE=] Toil Tl 9T#
T | &7 2095 HT GHEIRIT HRGT TTHE G TAaaT JTIIT TIZa7 FISHFB! FT [F9TH]
@ FARAT HIA §00 [HlTdT FHIEI ST a¥Iaval AlE dlFIHI U P drge
ZURTH T TTHG FHT [787 TF JYTEATE [FF-79T T JHRFHT TF. [ 372, [ 3750 S
GIETT [T FoIST Geit &= T T G |
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@Td ¢ GEAANT GeATHE [THIT T797 &7 Tdale {17 JAFT 7 941 [7ee7T §7 qF+
FTETT STTE [TOGH ATATTAE THITHT TATGH Flebred T ATZa7 Geled THITH [TAT 77
Flebreg | [AFAT BRI T, 2053 & G aT GIOATIT T aT FIZq7 STRTE [T FFit
T FTTTHT [THIT T ATETT TTTE [T G Gaer FTT FTT T4, qIga? qoar 71,
R050 FUTTTHET AT FIAAHR FHEFERT FAFIT TH FE TE AGUE & | AT G
TNITHT GO FISAT FIT [T PRaroficT aaeaeeers aaarqae GaiiaeF, TRArT T T9H
FATGE AIUH, AEAT GOLTH HEH, TGFE GGH T T TUT GERET ARFEITHAT
TTHAAT TIAGTIT, TATZAT FIRTE ATARTTAT FRATNT TAIAeAIE THEATAIE FTHT TTNTHE
ST T FHATATT FATGTIT, AIEGT ATTE [T FTEEH HUH [F9TNT TqT THTT
(International best practice) # @ISl T FIFl JFHT T{97, BAGE, J2IT ATITE TTHITE
TATTH GFIF FAITT TITH] Gled & 7 AT9IH & | (FTAHT T [TTATAE GaoT
FATGE TUFRATAT [TEET TIT TR TRTAT THET, TEHFT T AHERT IS T@8797,
GIETT AT FEAT GGT FISHIVST [oTeetT JITATHT SfAfech T JRIeTdaie i+ g &+
G T 775"; Telephone Service Provider FHIe®ET CDR, SMS, Subscriber Details TITITE
fa@vviEe®l Mirroring (read only format) FTARTTEN ATFVIEATAT THEIET [TETT TTIIT
TH FF FIAAT FAET T797, Internet Service Provider FE&F STFYAFAT FHIT session
history, subscriber details TR F Elelewdl Mirroring (read only format) HI
HTAETAFAT FTTATHITH FINT T7 GF T TRTTH ATT9THAT TEF & |

ST AT ATHTATAT: AT AT AT ATHHT AT oo WNTHT T@ehl X FIAAT a%] A
AT AT T R e ORIt SIW 21 | WA U ddshdls WRERHT GE AR TRE a
o Fopfeeept S¥ A9 T@IE A F e | FNST AR ATRAT A @A a1 @ IR
EET Tebl FH TR AU THHT AT TAST qUR AR BRATRTT (Organized Criminal
Behavior) & | @RI el T (& AHaa=a@d) Fad a8 (Tl awoi] @iea fashD) T Je
AT Fd AR (infiltration of legitimate business) (& T FTHIRE®TS avh 45 T
JIS) AT T ufg=ne TRUH B | F TR FER FST AR qReATfaT aeer @i
HRTIF THEATE FAST TR TR ARIE HATHATT &7 | AHHT AT AR THEH! (aTTH
ARNIF THEH ThAE AIRIF AT ek a1 ARIIF THEH! qhare Fd TH IFaTIs |
FET T ARHT (modus operandi) TS AXEHT ST AURTHT RATIITT I Taae |

ST AYTT AT ST, TAT, ST GoTed, T Gra e qied 849 Alhes qgisd
e fHer v T a1 U weeT der TR TRfaHET IR TN s gEisd ARty At |
T gEisd auRTd Jratafed, TEiod T AATEg FIHT g9 TEs) ayisd auRrd At uE
ISATEg AR 2T, [ FFU: a7 AR AR A73T TR §egl Teh ATehed bl AT AT
WY B | ATh AT THEA | T FAY 90 qiq fafeed =t ar gier aveasr @ awted
AR WIS | AgTiwceh B9l THTTTT AWTHT AT ey, Teqae dfed (ofeg S99
S, T SR (AN qedn) ¥ &7 (FY) fawre |feq dwfed, Miea Hemeamew
AT TR d  Aiafaly, Wegramy ar Uehagd 99T TR J0R0d, J9er quindidrs aeed
AT YA a1 UBRaT 7 FEfoa oa=m & |
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WTST AR AT (AT AR, FAa@, FHerddr ¥ THiaeR, ATagshars, TeEr T
Fag W31 (AR i ST e a9 did T9a |

FATST ARTT AT FIGAR AYMT FIIAGTHT ARl (AT FRIAR TT 083 FTER
AYTTHT AEAR YN AW (T TG GRS | AF[H! SACHT ATATASAS (SOTUT T, ATl
M FT JAR TH | AGAT GO I T, AGHISH, AT, dTfees, aarsd g srean
AT AT, HiETgAaTe gvehl fad, AT ST a1 T qiee TET, el ATHAT @ral Glo 3@
fad, grexdcare w¥dTs ST TH qAT Gl fad, PPl HFFAEX TAT [aTqAT ITHIUHT &Tail
TS, AFATS (RIS T AT AT TH AMG | AZAX AU, FAA T TSI TRl SAABRT
o /Tt e afd a9 U9 o=aid 9es |

faeir FRIER A, 083 F THT ¥ A YR T AEER ARG T IABT WL IR 3
TR TR G | WK © HEFX 1T Tl ARI, T a1 GRade T, F AR Hl HFX,
FFYAT FUHH, FFYAX Ul T HFIST Aadehbl AT TART g FFIay Frdebl d3ad (A
PIE) TS =T THT, 7S THT, ¥E TAT o A& HTH T4 RNCAT (ATerrg S auawq #e
AT TZ A EIAGF TR AT T A g |

HFYAR IAHT FAEA TGN FFHT gl a7 (THaR Afhare & Afeqans Afds
AT HTHITHT TANT AT AT Afeqandy fauesr dazamar ufv afeqardr faguer wwar =1 &+
FIAHH, AT AT TATFHAT Tgo I T FEIAA FHA FA AT (AoTel1g FHATHT TRIRAT 247 T
AT FIAATAFT SRGMT a7 A UG bg a7 g9 oA gAs, 9 AT el 5 |

TATTAT 5 JATTART TG AAATZA TSAT (ATZeR &1/ W) ATATTF FooTed Haehard
HREH B | AMYF a9 3050/5q AT &3 AT ATAaleAd (ATeAd U3 T aeAd 353) T Algar
qTS BN O¥Y STAT THIfad HURl TATF B | AT rard [@aq 0% P T2HA ¥@ed dh
ferege ¥ X aAd THIGUAA 9% 09 oq Al Urg fafasta (1gad) gRT ISTeT=ET AT
FEHTAT AAAGT fEqrare gaifad dfedr T araenfasrel qeary ArEaaie TRuH en afted
AfEeT ATARTR el ATARTHT 9 /fgar T fopeeraty g fafa= Earermaq saersa @qrer
qfT ORI ATST TN T AN ATgar RET THAT TR AAls HPRAEIH SARTAT AT
TR FATSHAT | fafierl TeanTH 8 T, SHAEAHAF T FEAAHAS AFHR T gTeaed T
fehreg, ¥ TETATT &aT U 8% 3@, TEATHT T AT AU JRIGT FraRed TANTawe=dr
AAATHAS FAHH [T T THEIERHT HT (MReR F=ared Ta+ Aeaehdl & |

ftaT ATZaR FRAT Frgel TXHNT FRATATR! FoAAT Ffafd Juneliars GRiTd Ted Tgargsry
ST Tl G | AT deEISe, STel T Aedehel FRETh AT dhrgel QO S ‘TSHTESRI ST
TN BT | GENT AR TTAT5E, UeAhdst, IR, Taa%h, S&hay, ATIeY, AT JUHI T
AT oAb TANTET qeafedd (i qRETcHs JUTes qTaeT T8 brgel ol gfarag
JUITCATATs AT T T TR ATgar GaRTaTe ANTST dTgaR qRET TEHTSSIT ST Tl
2T | FPEATATAT TWH SWhaq /AT ¥ fYrax TReATTFl, ‘THas’ SATeATId T qRaATaw==41,
TREATHFIT, FTAISE Goollel, AT T WA RETArdl [qUaHT TSHIgs S
TRTHT TATZTH! |
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AT a9 2059 /5R 9F HUAlg & AiEATAT A1 TR FT 99 R gy HISHE I
TAT 9T | AELA & 89X § FF q 92T AgaR ATRTT HAIHATE TUHT vg Io[<T adT TTHT 9T |
TET TRETITHFT AIAHITE TTZaR AR TEHN q4 q &R & 9T 5¥ a2 Iol Il TUHT B |
ZATEAUY ¥ fashaehdre ATEaR HIgH UK 95 FHAM q &R =TT Y% T & TT §q a1 Io0
T HTHN B |

AT YTl ATZaY R[] ATTFET AAAR ATANTEF TooATeAb] HIAHATE g FIRTe b
Feal B | HEd: AR Fosdare ATMH AIRTT T THEIGHT 8l [a=iehl ®Ial fTear aasiiis
T I fear T gt aed @ | & AfedAr FRa 99 e Agar HIgHET IO ATTHT T
THSTHAT TTAIATE B AIRTT HIATGeH! T &g | T&T AURTIHI HAHETHT Areqanieten,
AT ST, el Afth T FZIGESHT I TRTEH B | T8 AATATA AN TRITHATHR
AR HIEH Tiged! aHT F TEh s Y&qd TRUH e, | T6 AeATAdH JTarTeharar
qReT FRET FAEoh! [UIHT AT & afd 9T G | 069 BRHAF R FRIS 0 a1@ % §oR
AR TARTHT TLHT T | 05 AR T AT FE@T 3 IS &R @M@ % 89X el 37 | k059
HARAF vz YEdhebl TAca %% .33 A Wbl G | T&AT bca 060 FARTHH 934 %
gicerd Teel 4 |

ArEaR AR Afatatadr qeatag Far faer fafggder s gomelrer @ weA
FATEITHT FHA FAlcAdT IAGURT G SLIIBIGY IRMARIA AT o FIgeR JR T
AT FITAP! (G, FABT AT AT FTAAAT TG A SAURTEPT STqal Gl
I TREHT G-

q. PORIPRGT AT ATEG: ATSaR RIS  SMATIHRPT AT AR AR G, AT T
ERH TgA@F HTewdrs diied THTH Uergl ecdcal diliedewdrs atad T
HIRTATERHT AT HRNTAH T @ qafHeF Hecadl 1 Eadl

. tfsterw s difsT wowT aRT e g ¢ O Wi AT fifed WO E ATer 9 9|
TREREHT UHT ARTIETE Gfed AP FRT AHIST TGS | TETqT AMRARE T AW FATRRHAT
GXeRT STCTFT] ATHSUR AU AT A1, et a7 afqaraeresdis 9 q9a T 8F Sl
ATZAR ATATTHT FHAT T AR FrAfeed qrear a1 Haol rasides MG |

3. WERT UWTE : ATEAR AW RERNEG ARIGTRT ATH AT ghg T TRERd Tl T
TPT JATIATS THISTHT ol ATch, TYLAT T APN H 7 F ®IHT JATIT TUHT T GTEITT
AT &AHT TEh! TR JATT TR 3 |

8. WEWwI fafirsaan: ey dTRHT §or O dReTd SXEnTa  [dRTear E g (9)
e AU gafad ®IH FEF T FAYO, (}) WFIR AW TFERIT  AIRTIHR]
JEEEAREB] TATSATHIU HUh! AU ¥ (3) FIZeX AR AY&TRd 74T |

Y. UIEER NRTST quenh: dqea? AIIdH] Ged ¥ FMAA HEAMEIT MEbeed! Gege
faeToaEsd el gAY AIRIH] UIel qah (el TWH gl TAH FRI AEaR
HRTETHT TAT TIATS AT T ATTHTT TR T T2 TeAe® STHUSHIATI (AR ATZaT
HURTIET ASH ATAITE &THAT AT e |
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§. WEHl SUARST AT AGEhGT ATH YATE AR SUSRFT ATNT HIqq T a7 FebTaTaT
TATIT &Y AR HEAEEAE g’ AU I T &Nl e AgH! 3¢ qifgdes
FTA FATEAT (AHEIA ATHATT FEIEH AT TIRIIATE T Faa A Gro7 Je<rar
ST T AT g |
AEaR AR Tr=dl faea fqerd a7 BaHT FUST aArsd HREMIHE Alidd JAdE HA

SIS HIST Tl AN WANAT FFIEE TS UG AFATE ATHT ASRI TH XA

ITh TUNH FFAREE a9 ANF eawd MY ([GUdfs qger Hgad a9 5RO AT AURTH!

®Y gRV TWH &7 | gy fafae Al Aedewdr a9 Tl FAAEE ATST ATAUR

T | STHAAT |9 9590 AT GSHd FAA AN Wl [9a7 | FAHRST el JeTHT faia=

FAAEE ATEUHT (9T | AZaR FIGHF PR e [a9adT Ral IR ol ofass &fq T

RN €3 AT B |
T R09¥ W FHRE HHA ATHA AT R A@ §Q FAR ¥R AF ¥ IO adl

AUH 90 | I 09 AT THITd FAMRAT ATHE H¥AThl Jidded ATaR AR FHIGHS HRI

faeaar &1 sataar 73 coo fafaas Al SaX sRTERS! ATfdd AT UHl f9am Arger

TANSH'HT A0 AT g0 T8 ARGS9 quiewmr ok fa g, @ s

TRHN FAFIT FAST TR @H T TWH B | ARTHT IRAE Heg1d A R0 q4m T STt

FeqTeE SAl gl @@= TS AR A | TAAAT G AU TR FrA AT R
IR fAfH HETeTET ¥ STTeTewe SAURTEHT AT F T3 ATTH G |

TATAHT ATHT THISRG T THERAT IR g9 T 9 9 |1 9%3%0 it faqar =
TIT F=oARPT SFAT ATTH AT [Fbrg ¥ fGEqR HROT J9ET THivad &g w1 agg
AT TGS | FaRTAT AeAT TF qA7 A= UAHT [T THT T HTHAT FRATET &5 ATTHTHT
R0%3 gredre a9 i ®RER o= g M99 U9 ¥ g et a1y SgEdl @ | U
THT ¥Y¥ G TR 45 A [aiq= TRl FERE®D Joi@ T FT TATUS FTHT HTAA ATHR
Yo B9 3@ Y @ FF ARGMT q97 & HigARE Y TUEFAE STdq AIe® T AUTIH]
AT 8 Aol dia Ga BT IEadre AMEURT B | A9 GERET AIRIEGHT 8T BISHTS
fSTeatT SraTeraAT WgT T AfF e TEHHT BT 99 ad oA ST I qTE AT RTHT
B) AR AT FledT 09% TAT AT AT Aleal 00¥ F1 fafT ThIEEHT THT AEdATs
EEl AT TRl aTeuAT fafT YoRaT I9 g9 Sadl AEUa G | AT ST

(Y

AT AfAS FHP AR =, ATANTE FSATAHT Blal TET, Tl a7 dgeidl g T ABeh

JITSSTHT AT goRIT TR Bl AT FTIATS TS SAURT HIAHT AT G |

faeeAT drgay HIEHAT Afedl TAT ATAANABIR] TART SATIF Tgol Aeiehl/AGedl S |
S-S, AAAAEE, TATH, FATAAT G20, SR-GFEI aT AT HRUEE T FrIedl ARTGH
fafq= afeer T A a1 AIAAETE "igdl q9T ATAald@Esal TR g TWHl qreeg |
FTAAR] AAAAT & g HIAAB] (A9TATIT AT AUl A AU g TUA B
ITAR 9T AFAIA g7 | faeaer araranfadrer afedrsr afd ®Xe-Fid WH B | AuTeAd]
EAH FAAA 5 T4 AT FH IJHFEE A@TAF AFE G | TAMT, (0 F9 T=1 AMIHEArS
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HATAT ¥ FAAI FALAT ATAR [T GTAdl Fordehl Faedl WH IEeg | 0 a9 el
ATl T LD AIRTI TLHTHT T el o gae 17°°

AT gfafaer fawra ¥ favdre AWE fadraEr OGS EE N9 AR g
IR gl fasraer fafaer S afe fastar 9 et @ | g gtataer faee v e
fastar et fafa=r SAieEwed dfgedl THIAT age TXEd ATgaR AU T ] ATl
ArgeaR ST 9 T &1 | haesd e U, HIgeR, SaUTH ST&l ATHISe qosireehl JART T
fafaer geiramar ot @ =9t 3@ oGl 7T UH UdH AT Uh Udeh TRY ST g TN HA
AT dfed ETHT FHISTHT G G | AT FIATRNT GEItead At SOl Gedl FrareraH T ey
AST THT B T el I AT TSATh] e Al TARATH A9 ATawad T deiddre
PRATEH] IAAT ATIA AYAR WIeh! @ | Frgaw STepl SAAT == THqd bal Gdiiaders
HEATHT ATCHT == T AT=(Hb g AT, |

HTZeR  AUGH] TR(AHl FA & AT q=Rifted A 81 | AT AR &l AR
ARITALIAHT Fi(qeF ®UHT IURIT gAIGT | AR AURTAHR] FMA FFAER Aabepl A5
STAAT ) faS[elr St MGHT e Tradadhl [ahrEdT R WA AIRTGH AT
=Mfes waeaE qHT G TH ey | AWEE fqvadr ®UE @AW AEe W9 AEa
ARTEERT AT Gl HITT HUHl T el AZa8 AWHEE goolRl [FeAlHEY aTSThl TS
ARETALITHT AAAAT T6¥ AT TG | AT AFLT AAH FBIAFT AT GeAT AT 2T |

e AR AT Jhg AR ARG Mararrsr qetaa at e fafagar
B FUTEATehT T BT PEATAATHT AT Sear qrRiaTe § .

9. SETRUGRET YT ATed: TTZaY AT ETATIHRET AT AR SRR THI, T T TGS
TEEEF HITHEEATS YIS arIUR] TE | FredeHl Ylieaewars Aierd T AoaRrdiewse
AT S T @ gt TR A Wi qY e gy e g
Wﬁﬁ?ﬂfwﬁ%ﬂ?wwwlsw srdwdmﬁ%qzmarmﬁwnﬁzﬁ?rnfaﬁfw
T grg] | AGHS T 8 HETe T T, ASadH ¥ AaRifted wrar=dd 0=
TEEATIRRAT ATATTA FMSUR AHAATHE TIHT F TS |

3. difsdeew o difsT wgat R e e - 4Y Wi oA Gifed WO T TeT WoE o
ZRITIHT ISPl ARTIATE Tied TP FRT ST e | TerawT MRANE T I FHIeRAT
TEHT AP ARSI TUHT AT ATy, Rrerep a1 Afirsrashesarg 9w T T d¥ STl
ATZER ATAITHT HHAT TEHT AR AT AR AT Haol ATt TMeaw |

3. VST YW@ : WIEAY AT TWERRT AIRTGTRT ATIF TIAT dfg T qREhd g8l ¥
-] FATGATE GHISTHT F Tch, GRAT T AIFR F 7 F ©IAT THATIT TUHI T TR
ATF GTTHT THH! PR T IMGUH 3 |

8. WEm fafiaan: AaEear TReHT §or O dReTd e [aRTsear eE ges ()
qrgeR ARG TR AT FoT T FOq0, (}) IR AT TRFERTET  HAURTIH=T
JAEREB] THISATHIU TUH AU ¥ (3) AZeR ARG AYATRT 74T |

¥ JERIST fqeaTe, YIEeR HIIHP! RTET T Bidal IR 87, Tl @HigE qHrem), a9 <, %d R, AER-96,
3059, ¥ . 3]R-¥9) |
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9.

0.

YIEaR HRTIST quensh: d1gaR AWRIgH GIed I HHA FEEad Medeed gelgs
fardTodrese TRl ATgaR AURTIRT TIAT T (Vicious Circle of Cybercrime) festaT e
qrEegl AMHT PRU HIZeR AURGH] AAT &l ATHAT T ATIHIYT IR WA TB20
TAEE HUSHAIATIITRT TR ARG TG ATFITEF 0T GaAfooTd g |

FAAT FUARST AT AGTHIT ATA YT AIGA: FUTHT (N7 bITqd AR a7 TebTarTAT
AT GY AT TEAEEHEN SR AU Ui Teb 87 | A ARIgH! &7 fifeqes
FTAA FATEAT FAFTI ATHATT FEIEH ATZAR ARTIATE A Faadd A= Ao Je<ra
I T AT G | AT GHISTHT AT GITSSTHT AT OF Sl Il ST JehTeTHT
AT =B 9 gragrl | e AURG ¥ RETAFAT U3l HFIAAE FTgaR AIRIIH
IS T T Jqerd qiigdaed AT IS, AHRICHF TIARIAR g BRI I
TRUERT T oot Tehl UTZTRT 3, |

WHISHT & §¥: S TRUHT ATgaR AIRTUH AREIdewH 8¢ FH IOOdT AT diew
AThdTs TS TR FAEAT & Thl 573, | ThTS THHT AINT FEATTaa |iave SAfchaaal
qHE GE= T ¥ A=l FHEeE [Rvesars Thdi db] Aqdrgs Sa- g | dgay
ARTITH! [ATATH FRO ARATT Hfag AThewd! THE Hledd ¥ &l THedE
fdTve®aTs Gaarsy ®14 A=l ‘TUATT I FEATSH S F(ET g7 §aT THISHT I X
(Low Rate of Arrest) g7 IS |

FUX FEAAT &F §¥: TERNTT ARIGHT FEX HEAH TH AFREd S THID ST
AIARAT T6S, AT o ATgaR AURTIHT ATgaR Friieder THI fqeeur qimfad srToae!
AFITHAT T4 qX AT THIUSTT TR FA TG HENT T THT @l g avaaes
ALARTEE FHEATATE il IJohTad FH T | TIHE Afqh ATgeX AIRTIH TATTAT
T JUTEATHT FAT ST TIEws; |

fefsrea wmor: fefsea yHIoT Agar MR A& AT Heard =1 97 q;iE 2,
S fagdE TR 9 A7 9 SIEET GUSRl TRUET sl IR AEeTAR AN
A faedra IusuEe sRAeE W WWT e, agHT JEs EUE R feees T
feuAu fefsea waror g9 @ | fefsee gwmor ofrgr qum @es emmfuerar I\ 97 TR
YT AT g AFS 1T AT AfeleedT ®TaTE 7T &7 qRadT (Altered) TEAHHT FTAFS, |
SUBIUTHT bl A&l lr\Si\\ﬂdVl PRIMESIGI ('Il“l("llé\lvl dl Y6l THHT &TFLCT q=UTS Ell
T2 T Al fefed YA IHIFMITT AT Hecddu g+ ¥ [Muikd dwadig e
JHIEE HeATEd g4 Ta [aHel THT Faaaeiia gaads | fefea qaresr 99 draes
g THSH, TG THE BIHT TradAHl AT HFIa a7 FFAIITH ITHIU I HATS
STHFUEE g1 g | fefstad gam fafqe= ®9H1 Wl g9 Fagd, &l dae a1 HIed
Bfa aERr ¥ fafedr | o fefsied YRS Agar ARTgH! aRETd U G A q27 qia
T T aRATAH THd THErdd GIeq@T § A & ARTATH] T d T A T8 |
feerfiar wwor swew fafr ¥ fefvea worer frgm: fefsea ywmor werer @t = &,
<9 Digital ®THT AMEURT g5 fhleh AT =T 3@RT 3% (Digit) T T T (Zeros) T
farToTe T g | ST (e T9EaaY a1 PISgRT AT T T & a1 e T Aiehrg |
RIERIT, 9T, ATl Sl &4 a0 fpfawesr gaer aear ythamgrr fasr wr afead
e Flchv, | AT TR [T TR AGUHT THEE IAqT A3 T fqael TEIaRT e
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FTI Heh BT (0T Tv% ATTHN T TGHT FRO AAFAT FiAfde I TIEH &7 |

Aqrgar ARTFET fefoiaer FH (Digital Evidence) T Hecd 1% 36l @Hl 8 | WRERET

TURTE TGS g AT T JHIIHT STATAFAT 76 % ATZaR JURTAT i qgg THT

FET I EEATH ATvaiHeh g qU I Head: T Hifaes THI FFeach JUehTHT qhY

TEH Logs, Device Fingerprint, Video Footage, Image, Archive Active Data ST%il

Afvera T Afaddn ITART Mg | @Y awar farpi gwor ddaq fafr 7 faww dfq

TRERNTT i FHT Febea o fafer T fqwaaear w=es ¥ 99 g7 Taa |
99, WIEER WRiee: TTF FXT A AEeR Hd HFgey wiasd T fefoqea mf=aa=r

THET coverage scope Fel BRIl &7 | [SfTaed Hfraehe bl ATH AR Hifedeh 9T

A ATgaR Ef gl AhdATed [Sfadwrar At oey ATgeR THHT g &b Tidiaidesl

T FHISITOr T Fo SHAT 6D, | WEAR e 7 FFHaR ¥ fefeadwar & e ¥

AT TR ATTHT AZaX’ MeEHl ATIF TARTH RATEAT THAATS [F9R T T&l

fefsiea ¥ FFad FHftaq g T BhHT F= gal AEAR ARG T FTEaR

TITE MEEHT TANT TRUHT G | AT Behel e ATeaR AURTIHT HETHT ATHATS

IHH ARG e T 99 TRA Hehiaq [efied THIES [aeevor T # T6g | drger

TRIFF T I FI T FIA FIT TAT I THIIH THH @qATag Fel

(chain of evidence) ZTATEAT TR TEATASTHT T TEH T, |
Q. fefvea feuay: fefvew feuau wafq ev@ Frger wrmae #Fvger qeareEar o

TREFTT Access TEHN E75 T ITA I TEA Access T &3, AT AREHIT AT gg fefitaa

frgfure fastm Te#r g, 1 afver § 9@ fefved feuaw o= wvg | 799 &0

Computer User @I AT fefstad fSUAT g4 WUufg UQEl FFIEIH THHAT T3S

Access T THE FFAATATE AP Access & HATHI ARl T4 a1 o I3

TARTEATR Access ITH AREMHT ATTHT Variation o FHFIST TRTHAT Access T ATchal

DNA 9f&=T TR AZeR AWTGH ATAATHT fefsiaed wfrepal HegHare feuAu wifag

¥ Fageroor wifen wgfqeng fefsree feumu afuer g %

ST AURTIRT qRATT fafe A=l T faseed TWHl Ieeg a7 FaHT=a Giedre
ATST ThH! Ugad | WSd AT Jed TR-FAT BRATHATIE® THIT TUPS faegeardy
TAHT WHRATT qRATIT ATSH ATbb! BT | ST TR Tl HAA AINTb THERT AT
AT ARfad HEH! [HATTHT AMRIH FHEH Thale ARMgP THFET Aok a1 FARih
TP FEIUF I a1 I TE A B fepfawarr wwiw srarre wewr faster @@fed
AR THT AT | T JEAIHATAR ST AT gAHT AT “ATIRTh FHe” Bl Al
@ % | ATRIGE THE AT Joga a1 TRIel B9 ak=gg R A7 Ifedraa qisd dowrg T
JLLAS AATATHT AT o6 7@ WURT FIST a7 /ST A1 a1 A Feal del Alchawdl HE
ORI | AT GHE VR TRUHT HUR AASA AUTT W ¥asT | United Nations
Convention against Transnational Organized Crime Article 2(a) FHIGH HI6d  ATIRITIER

¥ T IERIR ANTE, WIFR AR ¥ RG] AP (19, Tl AT =T, (R TP faferer amamees
I AR IUE), AT ST FHATN S, Garod F=TeAe, Iear G0 050, Tt 7. 4344-934=) |

@ KDCBAR LAW JOURNAL 2025, PEER REVIEWED LAW JOURNAL .




KDCBAR JOURNAL Volume 1, Issue 1, 2025 September 3, ISSN No. 3102-0348

THEATs (AFTMER 2ATeIT TRUHT B | Organized criminal group shall mean a structured group
of three or more persons, existing for a period of bine and acting in concert with the aim of
committing one or more serious crimes or offences established in accordance with this
Convention, in order to obtain, directly or indirectly, a financial or other material benefit
.(Motivation) T & | @19 AT ATTIF a7 A= aﬁ it o (Financial or other material
benefit) 9= v | TaI I¢2d (Motivation) Tcad I ATHEF AR Fleh Ifawa |
IRATT T ATAde ST AIRTT Tl TR-FAAT AT TR IIT T&H (continuing
aunlawfial activity) ¥ &&d AT FHE (organisedime Syndicate) I THIZ: Igehl Telehl
I | A1 hHATHTER FST AR ATAITP Tcadl [AFTHITTH T8hl T3
q.  wAAERT At Prare,
R 3 AV T el a9 g FR,
3 SARHIT a1 HH{EH ETH] YA FATA,
¥, ¥Wfed ¥HE (organized crime Syndicate) H FET s FEHRI AU,
Y. TEl UBRH FEIAT AT Jeehl AAI 97 TUa= G&TH AITATHT Teh aT @l ATTANTIT I
HUH T Al BT AGTAAD] STTABHT TEH,
% T PRaredTy fEareT avehl, 8 S 97 FRTT a7 AT g qieehlel TRUeT,
S I AT A7 TR ATHRT AT STh H THT AT a51E (Insurgency) HEaTSHH
ATRT T T TR |
foreamst
UgT WEER WET Afd, 050 F [AATARTHT Ty FAAHT G, [qHTERT
FXTIA, Wwwamwﬁwwﬁmw%ﬁwﬁw&wﬁ
TEREHT HALITHT AR ARET IR &8 RN g | &AM age Teeesh! Aafhid, JEImre
wﬁ/w,wﬁhwwmw,mammw
gfafsr JUTEiraTTy wEResd Argar AThHTR GiaRer T faugars qERe=rd T qrgas AThavrere
g FH &fq A, FATHO T T ATHHT g Ff J&T ATHATEE AT T8 AATaaE
TUH! T UTHAH WT&W o gfafgesl gArTEe Reelt UaH gWEdy |resiAe Far
W@wwmﬁwaﬁmmaﬁw%ﬁwﬁw TATAHT
AfaaTIl Y80 Tl HIlAd &b FEAFEIT I ATLAEHT G | F9TaH] qfedl qeh 035
AT AT TR TATF TLNIART FHHAT FFIEX Gitaebl AN TUHT &1l 039 ATAAT
FFAIHT FHIead qleddl FEAT ey FY TAIAF STal GHg ST AT STl A9 i,
ftasr FFAIT Fvg TUHT &7 |
AIZeR ATHHO AP AN T T8 EaR R AT HEaqul 1 TR & | T
TEdl AIgaR IR TS ATAR a9 A TUH A1 g9 93 FT ATgaR g1 aal qUH B |
T AT ST AEeR "eAT dieedl afawg | Theauaege AHE eATH GHEd TTeAH]
EERIECEE NS | £ B T e g | TFeuURTEe THF THed ‘TAM  =ATh
W/%@ﬁ?ﬂm ATE AU ATAAATRT TITART TRFNT qAT (Ao TATZde® eaTF Thl
AT RPN TATAT AR HIAHA AT G | STh THE ATl ANTRebaR! Faaaeiia Hrrsadied
TF 9RO T HIed ATHIA Tedl THA AT TWH G | TRPRA ATaR ATHAATS AR
FANT AT GTaTeT &AMl Tereus | Agery TRET T T e ATl ATah!
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T ATEaR AT Fvgel T2k T AgaR ATHAT 2aT I B 31 P T Gebebl arGe |
FGAT TG AR AT I T | TTA FIHES g7 Gbebl @ | GEHNS ATZaY AR AT
RTHATHE AT FATSATRT TEARTHT ‘ATEeR ANEdAl ATTAT T T4 AIAY e |

gbl o, FFFEY FId, Al AN, 75 a1 GREcd, FFIEX I a1 JOTarar afd T=arsH,
MAFAT AT T TIT ST AR a0 [ad, FdT THTA a7 SASIaIT 997 T, FFIaT
Srearelt T anfe AT auees fausr @A | gwatead fawawr aifew gt ger STeTiher
9T g T AUHT TAhATE WA retaintion T WHEH, ATARHTAH ATNT ATEYAF AAT AT
Tools, technique & equipment %I ¥ g1 ¥ Cyber Crime Trans-border crime WUl
AT T HSA, FaT YaTIF FLAET FHASR Gal ATATAHR AT AEeTH TF0 AR
THIAT | IUAH TRIST 79, Trans border crime SUH d7 HAFET THET T H(SATS
WH B | ATAINAE FATAHRT % FATAT AIAHT qgal AALAF ol Il T JTHG g,
HRTIATS T TR AT TAS FHT HRATHT HBISATS 5, HABTEH! ATea AT FFaed
HET FEHVST foTedT AIATATE AT ITHIET HETHl =19 dgd, fefaea hRiE T
I FHATRN T ITHLH] ATTGHRT qHIH (Ades Y g, ATeaR AR qEaed] qored
FAAT AT qg1 ¥ (G FREAR UF, 083 o Wsa? ARTGH TF0 T&dTs GHeA A9,
qftea ATEER FIEAT EITT GHAH T[T ¥ GIH( T FATEATH ATST TG, AT GRETHT
I ¥ THHT SGH FEHT ANRE TAHT STAAATR] THE g AR b qHad, Tehd T
AIHERIPT AT g ATG ST FHET JAT AT (ol TTH S |

YegHI AT

TrEell yaTe A%, TWATST AR © TR T FE IETH0T, FoIehl oATNT =7, quTel (et
FHAT ST, GaT=d A, qfgedl &L 050, JAAIMETT, FISHIS!, AT |

FliAaegy A [q, dRF . FTIRIT, qd, TR, =0, T8, AqU FAWTT T GfARem T
ATHIIE FaT, AT oTNT =7F, S AorHdy =y @0ed, qared derad, diedr
R 050, AAIMET, FISHTST, FqTe |

BT THEEIGR AT, ATZaR AR T TG FTAAbT (qbTe, AT TN =T, quTe (Ao
FHETE GISH, Faree ASTeld, el G@hIU 050, AHAETY, FISHTS], AT |

AT FFe, 063, FAA qAT AT HeATAY |

ATfIE FHAT 059 /5R, AU WFR, AT AT, [HeaaR, FISHTS!, F9Td |

qifde a9 053/53 #T Tl I, qS T, (Ggavar, HISATS, 79T |

ity AqTgaR JRaT Hifd, 050l

9TRAT HATA, A FHAR Gd, AaR AT AFIRIT T TR AATHES, <ATMTH AT (R T
FAF = GHATHIE IRCHIUES), qF R, 051 AAS, FEANAR Afddhd AW,
FISHTST, T |

TR 8T 8TeT, AIAHl o1 gfaldel Agcd qo7 AEaedshdl -gH&T T ¥R e, Fasai
STETTAAT T, TR -5, IR, a9 3, 3 q, 0% J974|

AR F8T18Y 81T, JUTAHT FoAT Fidieehl Hacd qo7 ATaeqehdl -qHET T G¥h1d FaRIesl 19T,
TIaA AR UT(eTeh, STaT 94-30, HISHIS!, SaTell
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