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;f/ (Abstract) 

;fdfGo cy{df sDKo'6/, OG6/g]6 ck/fw / b'¿kof]u lgoGq0f Pjd\ lg/fs/0f ;DalGw sfg'gnfO{ ;fOa/ 

sfg'g (Cyber Law) elgG5 . ;fOa/ sfg'gn] OG6/g]6 ;DaGwL ck/fw lgoGq0f ug{ d2t ub{5 . 

;fOa/ sfg'gn] ljB'lto dfWodaf6 x'g] sf/f]af/nfO{ j}wtf k|bfg u/]/ ljleGg lsl;dsf On]S6«f]lgs 

hfn;fhL -fraud_ lgoGq0f Pjd\ lg/fs/0f, ;fOa/ ck/fwLnfO{ sfg'gadf]lhd sf/afxL cflbåf/f 

OG6/g]6 ;DaGwL ck/fw lgoGq0f ub{5 . To;}n] ;fOa/ sfg'g dxQ\jk"0f{ 5 . xfdL sDKo'6/ OG6/g]6n] 

rn]sf] ;dfhdf afFlr/x]sf 5f}F . sDKo'6/sf] sfo{ tLj|tf / ljZj;gLotfn] xfd|f] b}lgs hLjgnfO{ ;lhnf] 

/ cf/fdbfoL agfOlbPsf] 5 . ;~rf/ k|ljlwsf] cfudgn] xfd|f] hLjgdf gofF cfofd ylklbPsf] 5, t/ 

x/]s gofF cfofd ;Fu;u} gofF r'gf}tLx¿ klg ylk+b} uO/x]sf 5g\ . ;"rgfsf] a9\bf] cfbfgk|bfgn] ubf{ 

sltko ;d:ofx¿ klg lglDt/x]sf 5g\ . s]xL k|d'v ;d:ofx¿, h:t}M Xoflsª (hacking), af}lås 

;DklQ rf]/L, ;fOa/ abdf;L (Cyber bullying), uf]kogLotf eË cflb JofKt 5g\ . 

s'g} klg sDKo'6/, OG6/g]6sf] b'¿kof]u jf On]S6«f]lgs hfn;fhL h:tf ultljlwnfO{ ;fOa/ ck/fw 

(Cyber Crime) elgG5 . csf]{ zAbdf s'g}klg sDKo'6/, OG6/g]6 h:tf ;"rgf k|ljlwsf ;fwgx? k|of]u 

u/]/ x'g] unt / u}/sfg'gL sfo{nfO{ ;fOa/ ck/fw elgG5 . o:tf unt lqmofsnfkx?nfO{ /f]syfd ug{ 

NofOPsf] sfg'gnfO{ ;fO{a/ sfg'g elgG5 . ;fOa/ sfg'gn] OG6/g]6 ;DaGwL ck/fw ljB'tLo sf/f]af/ 

P]g @)^# n] sDKo'6/ tyf ;fOa/ ck/fw;Fu ;DalGwt d'2fx¿nfO{ ;Daf]wg ug{sf nflu cnu Goflos 

cËx¿Ù ;"rgf k|ljlw GofoLs/0f (Information Technology Tribunal), ;~rf/ k|ljlw k'g/fj]bg 

Gofoflws/0f (Information Technology Appellate Tribunal) sf] Joj:yf u/]sf] 5 . Gofoflws/0fn] 

k|f/lDes d'2fx¿ x]g]{ / k'g/fj]bg Gofoflws/0fn] hl6n Pjd\ dxQ\jk"0f{ d'2fx¿ x]g]{ Joj:yf ul/Psf] 5 . 

;g\ @)!$ df cd]l/sL ;‹Lo cg';Gwfg Ao"/f]df @ nfv ^( xhf/ $@@ o; ;DaGwL ph'/L btf{ ePsf 

lyP . ;g\ @)!* df k|sflzt Doflkmof] gfds ;+:yfsf] k|ltj]bg cg';f/ ;fOa/ qmfOdsf sf/0f ljZjdf 

;f] cjlwdf dfq ^)) ldlnog cd]l/sL 8n/ a/fa/sf] cfly{s gf]S;fgL ePsf] lyof]. …;fOa/ 

6]/f]l/HdÚsf] gfdn] ;d]t lnOg] o; ck/fwnfO{ lgoGq0f ug{ cd]l/sfdf Pkm=la=cfO=, l;=cfO=P= h:tf 

;/sf/L lgsfon] s/f]8f}+ 8n/ vr{ ug]{ u/]sf 5g\ . 
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;fOa/ ck/fwsf] If]qdf b]lvPsf pNn]lvt ;d:ofx?nfO{ ;dod} ;Daf]wg ug{sf] nflu pko'Qm sfg"gL, 

:jfut / ;+/rgfut ;+/rgfsf] lgdf{0f ug{'kg]{ x'G5 h;af6 dfq jt{dfg / efjL lbgx?df x'g ;Sg] 

;fOa/ ck/fw lj?4sf] cleofgnfO{ k|efjsf/L agfpg ;lsG5 / ;fO{a/ ;'/lIft ;dfhsf] lgdf{0f ug{ 

;lsG5 . ljB'tLo sf/f]af/ P]g, @)^# sf] ;+zf]wg jf kl/dfh{g u/L jf ;fO{a/ ck/fw lgoGq0f ;DaGwL 

gofF sfg"gsf] lgdf{0f u/L ;fO{a/ ck/fw lgoGq0f ;DaGwL ;an sfg"g Joj:yf ug]{, ;fOa/ ;'/Iff gLlt, 

@)*) nufotsf gLlt sfg"gsf] k|efjsf/L sfof{Gjog ug]{ sfo{ h?/L b]lvPsf] 5 . g]kfn k|x/L 

nufotsf ;'/Iff ;+u7gn] ;+u7g leq lqmofzLn ;+oGqx?nfO{ ;dofg's'n j}1flgs, kl/dfh{g / ;zQm 

agfpFb} n}hfg'kg]{, ;fO{a/ ;'/Iffsf] dxTj, o;sf hf]lvd / aRg] pkfo ;DaGwdf gful/s:t/df 

hgr]tgf hufpg'kg]{, ;fO{a/ ck/fw cg';Gwfgdf lqmofzLn hgzlQmnfO{ ;d;fdlos ?kdf tflndsf] 

Joj:yf u/L Ifdtfjfg agfpg'kg]{, ;fO{a/ ck/fw lgoGq0f ;DaGwdf ePsf ljZjJoflk c;n cEof; 

(International best practice) sf] vf]hL / ;f]sf] cg's/0f ug{'kg]{, km];a's, o'6\o'a nufotsf ;fdflhs 

;~hfnsf] ;Dks{ sfof{no g]kfndf vf]Ng kxn ug{' cfjZos 5 . -cg';Gwfg / lgodgnfO{ ;xh 

agfpF5. ;/f]sf/jfnf lgsfo tyf cGt/f{li6«o:t/df ;dGjo, ;xsfo{ / ;fem]bf/L cuf8L a9fO{g'kg]{, 

;fO{a/ ck/fw ;DaGwL d'4f sf7df08f} lhNnf cbfntsf cltl/Qm cGo cbfntaf6 klg ;'g'jfO{ x'g] 

Joj:yf ug]{, Telephone Service Provider sDkgLx¿sf CDR, SMS, Subscriber Details nufotsf 

ljj/0fx¿sf] Mirroring (read only format) cg';Gwfgsf] cfjZostfg';f/ ;DalGwt lgsfon] pkof]u 

ug{ ;Sg] sfg"gL Joj:yf ug{'kg]{, Internet Service Provider x¿sf] cfjZostf cg';f/ session 

history, subscriber details nufotsf cGo 8f6fx¿sf] Mirroring (read only format) df 

cg';Gwfgstf{n] sfg"gadf]lhd k|of]u ug{ ;Sg] Joj:yf ul/g'kg]{ cfjZostf /x]sf] 5 . 

;+ul7t ck/fw ;fdfGotofM cfly{s jf cGo nfesf nflu pRr dfudf /x]sf] u}/ sfg"gL j:t' jf 

;]jfsf] cfk"lt{ u/L lg/Gt/ ul/g] cfk/flws pBd xf] . h'g /fi6«;]jsnfO{ e|i6frf/df ;xefuL u/fO{ jf 

cGo lsl;dsf 8/ qf; b]vfO{ o:tf sfo{ ul/G5 . ;+ul7t ck/fw cfkm}df s'g} :jtGq jf vf; ck/fw 

xf]Og aNsL s'g} uDeL/ ck/fw ug{sf nflu ;+ul7t eP/ ul/g] lqmofsnfk (Organized Criminal 

Behavior) xf] . vf;u/L cj}w ;]jf -h:t} dfgjj]rljvg_ cj}w j:t' -h:t} aGohGt' vl/b laqmL_ / a}w 

Joj;fodf cj}w tl/sf (infiltration of legitimate business) -h:t} j}w sfdbf/x¿nfO{ wDsL lbO{ k};f 

p7fpg]_ h:tf sfo{ klxrfg ul/Psf 5g\ . s'g} uDeL/ s;"/ ;+ul7t ck/fwsf] kl/efiffleq kg{sf nflu 

ck/flws ;d"xaf6 ;+ul7t eP/ ul/g] ck/flws lqmofsnfk xf] . o;sf nflu ck/flws ;d"xsf] lgb]{zgdf 

ck/flws ;d"xsf] tkm{af6 ck/flws ;d"x;Fu ldn]/ jf ck/flws ;d"xsf] tkm{af6 sfo{ u/]sf] b]lvg'k5{ . 

s;"/ ug]{ tl/sf (modus operandi) ;+ul7t g/x]df ;+ul7t ck/fwsf] kl/efiffleq kg{ ;Sb}g .  

;+ul7t ck/fw eGgfn] of]hgf, tof/L, ;Ë7g ;+hfn, kof{Kt ;|f]t ;fwg ;lxt w]/} JolQmx? ;‹l7t 

eO{ ldn]/ ul/g] Ps jf Ps eGbf a9L uDeL/ lsl;dsf] ck/fw ug]{ sfo{nfO{ ;Ël7t ck/fw elgG5 . 

o:tf] ;Ël7t ck/fw ;Ldfljlxg, ;Ël7t / of]hgfa4 ?kdf x'g] ub{5. ;Ël7t ck/fw lgof]lht Pj+ 

of]hgfa4 ck/fw xf], h'g ;Dk"0f{tM jf ;fwf/0f ck/fw eGbf uDeL/ x'G5. Ps JolQmn] u/]sf] s;'/ eGbf 

km/s x'G5 . JolQm jf ;d"xn] g} u/]sf] s;'/ eP klg lglZrt rl/q jf 9fFrf geP;Dd Tof] ;Ël7t 

ck/fw dflgFb}g . ;}4flGts ?kn] k|efljt gePsf] cfk/flws ultljlw, kb;f]kfg ;lxt ->]0fLa4 ?kdf_ 

;+ul7t, bIf hgzlQm -k];fut bIftf_ / If]q -sfo{_ ljefhg ;lxt ;+ul7t, lglZrt lgodcg'¿k 

;+rflnt cfk/flws ultljlw, :j]R5frf/L jf Ps5q ?kdf ul/g] ck/fw, k];]a/ ck/fwLnfO{ ;b:o 

agfpg] k|j[lQ jf k|lqmof g} ;Ël7t ck/fw xf] . 
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;+ul7t ck/fw cGtu{t laB'tLo ck/fw, a]rljvg, ldn]dtf] / Psflwsf/, cftª\sjfb, e|i6frf/ / 

cj}w d'›f lgd{nLs/0f cflb h:tf zAbx? o; cGtu{t kb{5g \ .  

;+ul7t ck/fw cGtu{t ;fOa/ ck/fw sfg"gx?df g]kfnsf] ljB'tLo sf/f]af/ P]g @)^# cg';f/ 

g]kfndf ;fOa/ ck/fw cGtu{t lgDg s'/fx? kb{5g\ . csf{sf] af/]df ckdfghgs l6Kk0fL ug]{, csf{sf] 

uf]Ko s'/f k|;f/ ug]{ . dflg;df 3[0ff pTkGg ug]{, e8\sfpg], hflto, wfld{s, ljefhg Nofpg] h:tf 

;fdu|L /fVg], df]afOnaf6 wDsL lbg], of}g pQ]hgf k}bf ug]{ tl:a/ /fVg], c?sf] gfddf vftf vf]n]/ b'Mv 

lbg], OG6/g]6af6 c?nfO{ 7uL ug]{ tyf wf]sf lbg], csf{sf] sDKo'6/ tyf ljB'tLo pks/0fdf IftL 

k'¥ofpg], csf{nfO{ lh:sfpg] / rl/q xTof ug]{ cflb . ;fOa/ ck/fw, sfg"g / ;hfo ;DaGwL hfgsf/L 

lng]÷lbg] sfo{x? klg o; P]g cGtu{t kb{5g\ .  

ljB'tLo sf/f]af/ P]g, @)^# sf] bkmf $$ b]lv %( n] ;fOa/ ck/fw / ;hfosf] :ki6 kl/efiff / 

JofVof u/]sf] 5 . h:t} M sDKo'6/ ;|f]t ;Í]tsf] rf]/L, gi6 jf kl/jt{g ug]{, s'g} JolQmn] s'g} sDKo'6/, 

sDKo'6/ sfo{qmd, sDKo'6/ k|0ffnL jf sDKo'6/ g]6js{sf nflu k|of]u x'g] sDKo'6/ ;|f]tsf] ;Í]t -;f];{ 

sf]8_ nfO{ rf]/L u/]df, gi6 u/]df, kl/jt{g u/]df jf To:tf] sfd ug{ nufPdf lghnfO{ tLg jif{;Dd s}b 

jf b'O{ nfv ¿k}ofF;Dd hl/afgf jf b'j} ;hfo x'g]5 . 

sDKo'6/ ;fdu|Ldf cglws[t kx'Frdf sDKo'6/sf] wgL jf lhDd]jf/ JolQmaf6 s'g} clVtof/L glnO{ 

;f] sDKo'6/sf] k|of]u u/]df jf clVtof/L lnPsf] cj:yfdf klg clVtof/L lbOPsf] eGbf leGg s'g} 

sfo{qmd, ;"rgf jf tYofÍdf kx'Fr k|fKt ug]{ p2]Zon] s'g} sfo{ u/]df lghnfO{ s;"/sf] uDeL/tf x]/L b'O{ 

nfv ¿k}ofF;Dd hl/afgf jf tLg jif{;Dd s}b jf b'j} ;hfo x'g]5 elg JofVof u/]sf] kfOG5 . 

g]kfndf *! k|ltzteGbf a9L cgnfOg 36gf -;fOa/ lx+;f÷ck/fw_ ;fdflhs ;~hfn km];a'saf6 

eO/x]sf 5g\ . cfly{s jif{ @)*)÷*! df ^#% hgf afnaflnsf -afns @%# / aflnsf #*@_ / dlxnf 

cf7 xhf/ &$% hgf k|efljt ePsf] tYofÍ 5 . ;'/lIft OG6/g]6 lbj; @)@% sf] ;Gbe{df EjfO; ckm 

lrN8«]g / OG6/g];gn P;f]l;P;g ckm j'dg Og /]l8of] PG8 6]lnlehg -cfOj6{_ åf/f /fhwfgLdf cfof]lht 

sfo{qmddf cgnfOg lx+;faf6 k|efljt dlxnf / afnaflnsfsf] tYofÍ ;fj{hlgs ul/Psf] xf]. /fli6«o 

dlxnf cfof]usL cWoIfn] cfof]udf klg dlxnf / lszf]/Ldfly x'g] ljleGg lx+;fnufot cgnfOg lx+;fsf] 

klg ph'/L cfpg] u/]sf] / cfof]un] ;fOa/ Jo'/f];Fu ;dGjo u/L bf]ifLnfO{ sf/afxLsf] bfo/fdf Nofpg] 

ul/Psf] atfpg'eof] . k|ljlwsf] ;xof]udf w]/} /fd|f, pTkfbgd"ns / ;"rgfd"ns hfgsf/L klg xfl;n ug{ 

;lsG5 / b'?kof]u x'Fbf klg w]/} b'Mv, abgfdL vKg'kg]{ cj:yf ePsfn] ;'/lIft OG6«g/g]6 k|of]u;DaGwL 

;+r]tgfd"ns sfo{qmd ljBfno / ;d'bfo:t/df ;d]t lg/Gt/ ;~rfng ug{'kg]{ cfjZostf 5 .  

/fli6«o ;fOa/ ;'/Iff s]G›n] ;/sf/L sfof{nosf] ;"rgf k|ljlw k|0ffnLnfO{ ;"/lIft /fVg P8 \efOh/L 

hf/L u/]sf] 5 . ;/sf/L j]a;fO6, 8f6f / g]6js{sf] ;'/Iffsf nflu s]G›n] !)@ a'Fb] …P8 \efOh/LÚ hf/L 

u/]sf] xf] . ;/sf/L sfof{nosf] j]j;fO6, PlKns];]h, ;e{/, g]6js{, O{:s6k, Nofk6k, df]afOn pks/0f / 

;fdflhs ;~hfnsf] k|of]u;Fu ;DalGwt ljleGg ;'/IffTds pkfox¿ ;dfj]z ub}{ s]G›n] ;"rgf k|ljlw 

k|0ffnLnfO{ ;'/lIft /fVg tyf ;Defljt ;fOj/ vt/faf6 hf]ufpg ;fOa/ ;'/Iff P8\efOh/L hf/L u/]sf] 

xf] . sfof{nodf /x]sf 8]:s6k÷Nofk6k / lk|G6/ ;'/Iff;DaGwL, …kf;j8{Ú Joj:yfkg tyf ;'/Iff;DaGwL, 

…OG6/g]6 a|f]l;ªÚ ;'/Iff;DaGwL, …Od]nÚ tyf …lkml;ª P6 \ofsÚ ;'/Iff;DaGwL, l/df]ePan ldl8ofÚ 

;'/Iff;DaGwL, ;fdflhs ;~hfn, ;'/Iff;DaGwL / df]afOn ;'/Iff;DaGwL ljifodf …P8efOh/LÚ hf/L 

ul/Psf] atfOPsf] 5 .  
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cfly{s jif{ @)*!÷*@ z'? ePkl5 ^ dlxgfdf dfq} b]ze/ sl/a !! xhf/ ;fOa/ qmfOdsf ph'/L 

btf{ eP . of]dWo] ^ xhf/ ! ;o ! j6f ;fOa/ ck/fw km];a'saf6 ePsf] eGb} ph'/L btf{ ePsf lyP . 

o:t} OG:6fu|fdsf] dfWodaf6 ;fOa/ ck/fw u/]sf] eGb} ! xhf/ * ;o *$ j6f ph'/L btf{ ePsf 5g\ . 

x\jf6\;Pk / l6s6saf6 ;fOa/ qmfOd ePsf] eGb} qmdzM ! xhf/ @ ;o %^ / ( ;o ^! j6f ph'/L 

btf{ ePsf 5g\ .  

g]kfn k|x/Lsf] ;fOa/ Ao'/f]sf] hfgsf/L cg';f/ ;fdflhs ;~hfnsf] dfWodaf6 x'g] ck/fw lgs} 

a9\bf] 5 . d'VotM ;fdflhs ;~hfnaf6 cfly{s ck/fw / ;DaGwdf x'Fbf lvr]sf kmf]6f] lel8of] ;fj{hlgs 

u/]/ of}g lx+;f ug]{ k|j[lQ a9]sf] 5 . ^ dlxgfdf sl/a !! xhf/ ;fOa/ qmfOdsf] ph'/L cfPsf] tYon] 

;dfhdf OG6/g]6af6 x'g] ck/fw df}nfO/x]sf] k'li6 x'G5 . o:tf] ck/fwsf] lgzfgfdf afnaflnsf, 

o'jfb]lv hfg]sf, a'em]sf JolQm / a[4a[4fx?df klg kl//x]sf 5g\ . u[x dGqfnon] hfgsf/L u/fPcg';f/ 

;fOa/ qmfOd kl5Nnf] ;do lgs} a9]sf] tYof+s k|:t't ul/Psf] kfOG5 . u[x dGqfnosf] k|fyldstfdf 

k/]sf ;'/Iff r'gf}tLx?sf] ljifodf of] If]q klg k/]sf 5g\ . @)*! kmfu'g;Dd @ s/f]8 (& nfv &^ xhf/ 

6]lnkmf]g k|of]udf /x]sf 5g\ . @)*! c;f/ ;Dd of] ;+Vof # s/f]8 ^@ nfv @^ xhf/ /x]sf] lyof] . @)*! 

c;f/;Dd OG6/g]6 u|fxssf] 3gTj !$$=@# k|ltzt k'u]sf] 5 . o:tf] 3gTj @)*) c;f/;Dd !#%=( 

k|ltzt /x]sf] lyof] .  

;fOa/ ck/fwsf ultljlwsf ;Defljt gofF lgDg ljljwtfn] sfg"g k|0ffnLsf ;fy} sfg"g 

sfof{Gjogdf ;d]t hl6ntf ylklbPsf] 5 M 8f=/Tgaxfb'/ afurGbHo"n] cfˆgf] n]v ;fOa/ ck/fw / 

o;;DaGwL sfg"gsf] ljsf;, ;a}sf nflu Gofo hg{ndf o;/L ;fOa/ ck/fwsf] hl6ntf ;DaGwdf 

pNn]v u/]sf 5g\ M– 

!=  If]qflwsf/sf] ;Ldf gf£b}M ;fOa/ ck/fwn] If]qflwsf/sf] ;Ldf gf3]/ cS;/ ;dfh, /fHo / 

b]zx¿sf ax';+Vos dflg;x¿nfO{ kLl8t agfPsf] kfOG5. OG6/g]6df kLl8tx¿nfO{ nlIft ug]{ 

ck/fwLx¿sf] nflu ef}uf]lns :yfg vf; k|fylds dxTjsf] s'/f /xFb}g.  

@=  kLl8tx¿n] cfkm" kLl8t ePsf] s'/f uf]Ko /fVb5g\ M w]/} dflg; cfkm" kLl8t ePsf] s'/f yfxf eP/ klg 

OG6/g]6df ePsf] ck/fwaf6 kLl8t ePsf] s'/f n'sfpg] ub{5g\ . hxfF;Dd zf/Ll/s / of}g b'Jo{jxf/df 

k/]sf aflnsfn] cfkm"pk/ ePsf ck/fw ;fyL, lzIfs jf cleefjsx?nfO{ eGg ;S5g\ / w]/} h:tf] 

;fOa/ cg';Gwfgsf qmddf k|x/Ldf ck/fw;Fu ;DalGwt tl:j/ jf km'6]h ;fj{hlgs ul/Fb}gg\ . 

#=  ulx/f] k|efj M ;fOa/ ck/fw k/Dk/fut ck/fweGbf Jofks ?kdf a[l4 / kl/:s[t eO/x]sf] / 

o;sf] k|efjaf6 ;dfhdf s'g} JolQm, ;+:yf / ;/sf/ s'g} g s'g} ¿kdf k|efljt ePsf] / vf;u/L 

cfly{s If]qdf o;sf] ulDe/ k|efj b]lvPsf] 5 . 

$=  ;+/rgfut ljlzi6tfM ;fOa/ ck/fwdf d'Vo tLg tl/sfn] ;+/rgfut ljlzi6tf /x]sf] x'G5 -!_ 

;fOa/ ck/fw k|ljlwut ¿kdf ;3g / ;Lkk"0f{, -@_ ;fOa/ ck/fw k/Dk/fut ck/fweGbf 

pRr:t/sf] e"d08nLs/0f ePsf] ck/fw / -#_ ;fOa/ ck/fw ck]Iffs[t gofF .  

%=  ;fOa/ ck/fwsf] b'ZrqmM ;fOa/ ck/fwsf] kLl8t / sfg"g sfof{Gjog lgsfox¿sf] 5'§f5'§} 

ljz]iftfx¿n] ubf{ ;fOa/ ck/fwsf] Pp6f b'Zrqm  l;h{gf u/]sf] kfOG5. o;sf sf/0f ;fOa/ 

ck/fwsf gofF ¿knfO{ ;fdgf ug{ clwsf+z b]zsf :yfgLo k|x/L anx¿ e"d08nLotfk|ltsf] ;fOa/ 

ck/fw;Fu n8\g cfjZos Ifdtfn] ;';lHht 5}gg\ . 
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^=  sfg"gL pkrf/sf nflu obfsbf dfq k|of; ul/g]M pkrf/sf nflu sf]l;; gul/g] jf k|sfzdf 

gcfpg] w]/} ck/fwsf 36gfx¿dWo] ;fOa/ ck/fw klg Ps xf]. ;fOa/ ck/fwsf w]/} kLl8tx¿ 

sfg"g sfof{Gjog lgsfon] cfkm"dfly eO/x]sf] ;fOa/ ck/fwnfO{ /f]Sg ;Sb}gg\ eGg] ;f]r]/ k|x/Ldf 

ph'/L ug{ clgR5's x'G5g\ .  

;fOa/ ck/fw ;DaGwL ljZj Oltxf; x]bf{ k|mfG;df sk8f agfpg] sf/vfgfsf dflns hf];]km d]/L 

h]Sjf8{n] sk8f a'Ggsf] nflu :jrflnt sDKo'6/x¿ h8fg u/]kl5 To;af6 cfˆgf /f]huf/L u'Dg] 8/n] 

pQm pBf]usf sDKo'6/x¿ cj}w tl/sfn] Wj:t ul/ lbPkl5 ;fOa/ qmfOdn] ;g\ !*@) df ck/fwsf] 

¿k wf/0f u/]sf] xf] . To;kl5 ljleGg cf}Bf]lus d'n'sx¿df o; ;DaGwL sfg"gx¿ Nofpg yflnPsf] 

lyof] . hd{gdf ;g\ !*&) df k|f]8S;g sfg"g nfu' u/]sf] lyof] . cd]l/sf nufotsf b]zdf ljleGg 

sfg"gx¿ NofOPsf lyP . ;fOa/ qmfOdsf sf/0f xfn ljZjdf c/af}+ c/a 8n/sf] cfly{s Iflt / 

gf]S;fgL x'Fb} cfPsf 5g\ . 

;g\ @)!$ df cd]l/sL ;‹Lo cg';Gwfg Ao"/f]df @ nfv ^( xhf/ $@@ o; ;DaGwL ph'/L btf{ 

ePsf lyP . ;g\ @)!* df k|sflzt Doflkmof] gfds ;+:yfsf] k|ltj]bg cg';f/ ;fOa/ qmfOdsf sf/0f 

ljZjdf ;f] cjlwdf dfq ^)) ldlnog cd]l/sL 8n/ a/fa/sf] cfly{s gf]S;fgL ePsf] lyof]. …;fOa/ 

6]/f]l/HdÚsf] gfdn] ;d]t lnOg] o; ck/fwnfO{ lgoGq0f ug{ cd]l/sfdf Pkm=la=cfO=, l;=cfO=P= h:tf 

;/sf/L lgsfon] s/f]8f}+ 8n/ vr{ ug]{ u/]sf 5g\ . ef/tdf ef/tLo s]G›Lo hfFr Ao"/f] tyf …/Ú h:tf 

;+:yfx¿n] 7"nf] wg/fzL vr{ ub}{ cfPsf 5g\ . g]kfndf klg g]kfn k|x/Lsf] s]G›Lo cg';Gwfg Ao"/f] 

nufotsf ljleGg dxfzfvf / zfvfx¿n] ck/fwsf] cg';Gwfg sfo{ ub}{ cfPsf 5g\ . 

g]kfndf nfdf] ;dob]lv o; ;DaGwL ck/fw x'g] u/]sf] eP klg ;g\ !(() kl5sf lbgdf ;"rgf 

tyf ;~rf/sf] If]qdf cfPsf] Jofks ljsf; / lj:tf/ sf/0f o;;Fu ;DalGwt ljleGg ck/fw a9\b} 

cfPsf b]lvG5g\ . ljutdf d'n'sL P]g tyf cGo P]gsf ljleGg bkmf nufP sfg"gL sf/afxL x'Fb} cfPsf]df 

@)^# ;fnaf6 eg] ljB'tLo sf/f]af/ lgoGq ;DaGwL ljz]if P]g g} NofO{ xfn nfd' eO/x]sf] 5 . P]gsf] 

bkmf $$ b]lv bkmf %* ;Dd ljleGg k|sf/sf s;"/x¿sf] pNn]v u/L ;f] k|dfl0ft ePdf sfg"g cg';f/ 

%) xhf/ b]lv % nfv ;Dk hl/afgf tyf ^ dlxgfb]lv % jif{;Ddsf h]n ;hfox¿ s;"/ ck/fwsf] 

dfqf x]/L cbfntn] tf]Sg ;Sg] sfg"gL k|fjwfg /flvPsf 5g\ . o; ;DaGwL ck/fwdf xfn sf7df8f}+ 

lhNnf cbfntdf d'4f ug{ ;lsg] k|aGw /x]sf]df xfn && j6} lhNnfdf ph'/L ug{ kfOg] Joj:yf ul/Psf] 

5. d'n'sL ck/fw ;+lxtf @)&$ tyf d'n'sL b]jfgL ;+lxtf @)&$ sf ljleGg bkmfx¿df ;d]t c¿nfO{ 

xfgL gf]S;fgL u/]sf] kfOPdf ljleGg k|sf/sf ;hfo x'g] Joj:yf /flvPsf 5g\ . ;fdfGo cj:yfdf 

cg'dlt glnO{ s;}sf] tl:a/ lvRg', ;fdflhs ;~hfndf kmf]6f] /fVg', ufnL jf a]OHhtL x'g] u/L csf{sf] 

k|lti7fdf cfFr x'g]u/L ul/g] s'g} klg sfo{nfO{ sfg"gn] ck/fw dfg]sf] cj:yf 5 .  

ljZjdf ;fOa/ qmfOddf dlxnf tyf afnaflnsfsf] k|of]u Jofks 9Ën] eO/x]sf]÷al9/x]sf] 5 . 

hfgL–hfgL, c1fgtfj;, e"nj;, k|nf]egdf k/L, 8/–wDsL jf cGo sf/0faf6 o; ;DaGwL ck/fwdf 

ljleGg tl/sf / k|of]hg jf dfWodaf6 dlxnf tyf afnaflnsfx¿sf] k|of]u x'g] u/]sf] kfOG5 . 

…sfg"gsf] c1fgtf IfDo gx'g]Ú sfg"gsf] ljZjJofkL dfGotf ePsf]n] h;/L ck/fw x'g uPklg sfg"g 

cg';f/ ;hfo ef]Ug'kg]{ x'G5 . ljZjdf afnaflnsfsf] kl/efiff klg km/s–km/s /x]sf 5g\ . g]kfnsf] 

xfnsf] sfg"gn] !* jif{ eGbf sd pd]/sf]nfO{ gfafns dfg]sf] 5 . oBlk, !) jif{ eGbf dflysf]nfO{ 
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cj:yf / sfg"gL Joj:yf cg';f/ ljleGg vfnsf] ;hfosf] Joj:yf u/]sf] kfOG5 . !) jif{ eGbf 

d'lgsfn] eg] h:tf];'s} ck/fw u/]sf]df klg s'g} ;hfo x'Fb}g .
378

  

;"rgf k|ljlwsf] ljsf; / lj:tf/n] dfgj ljsf;df h;/L ;xh ;/nLs/0f ub}{ cfO/x]sf] 5 

To;}u/L o;sf] ljsf;n] ljleGg r'gf}tL klg l;h{gf ug]{ u/]sf] 5 . ;"rgf k|ljlwsf] ljsf; / lj:tf/n] 

l;h{gf u/]sf] ljleGg r'gf}tLx¿dWo] kl5Nnf] ;dodf a9\b} uO/x]sf] ;fOa/ ck/fw / To; cGtu{tsf] 

;fOa/ 7uL klg Ps xf] . km];a's Xjf6\;\ Pk, efOa/, OG:6fu|fd h:tf ;fdflhs ;~hfnsf] k|of]u ul/ 

ljleGg k|nf]egdf kfl/ ;o ¿k}ofF b]lv nfvf}+ /sd Ps} k6s jf k6s k6s u/]/ 7uL x'g] u/]sf sof}+ 

36gf clxn] xfd|f] ;dfhdf k|z:t 5g\ . o:tf 36gf;Fu ;DalGwt ;of}+ ph'/L k|x/L sfof{nodf lbgx'F 

cfpg] u/]sf 5g\ eg] k|x/Ln] klg o:tf 36gfsf] ;Gbe{df ulDe/tfsf ;fy cg';Gwfg / ;+nUgnfO{ 

sf/afxLsf] bfo/fdf Nofpg cu|;/ eO/x]sf] 5 . ;fOa/ 7uLsf af/]df rrf{ ug{'k"j{ s]xL k|ltlglwd"ns 

36gfsf] af/]df rrf{ ug{' ;fGble{s x'g cfp5 . 

;fOa/ ck/fwsf] k|s[ltsf] s'/f ubf{ of] cGt/f{li6«o ck/fw xf] . of] ck/fw ubf{ ck/fwL 

jf/bft:yndf ef}lts ¿kdf pkl:yt x'g'kb}{g . ;fOa/ ck/fwsf] sfo{ sDKo'6/ g]6js{sf] cb[Zo 

hutdf ul/G5. lah'nL rDs]hlQs} ultdf rNg] OG6/g]6sf] ljsf;sf sf/0f ;fOa/ ck/fwsf nflu 

rflxg] cfjZos ;do 5f]l§b} uPsf] kfOG5 . ;LdfxLg ljZjsf] ¿kdf /xg] ;fOa/ :k]; ;fOj/ 

ck/fwLx¿sf] nflu v]n d}bfg ePsf] 5 hxfF ;fOj/ ck/fwLx¿ xHhf/f}+ lsnf]ld6/ 6f9fsf] :yfgaf6 

jf/bft:yndf cg'kl:yt /x]/} ck/fw ub{5g\ . of] cj:yf eg]sf] sfg"gsf nflu v'nf r'gf}tL xf] . 

;fOa/ ck/fwsf] ultljlwdf a[l4 ;fOa/ ck/fwsf ultljlwsf ;Defljt gofF lgDg ljljwtfn] 

sfg"g k|0ffnLsf ;fy} sfg"g sfof{Gjogdf ;d]t hl6ntf ylklbPsf] 5 M  

!=  If]qflwsf/sf] ;Ldf gf£b}M ;fOa/ ck/fwn] If]qflwsf/sf] ;Ldf gf3]/ cS;/ ;dfh, /fHo / b]zx¿sf 

ax';+Vos dflg;x¿nfO{ kLl8t agfPsf] kfOG5 . OG6/g]6df kLl8tx¿nfO{ nlIft ug]{ ck/fwLx¿sf] 

nflu ef}uf]lns :yfg vf; k|fylds dxTjsf] s'/f /xFb}g. cS;/ ck/fwLx¿ xhf/f}F lsnf]ld6/sf] b"/L 

kf/ u/L ljleGg b]z / ;x/df uP/ pgLx¿n] OG6/g]6df e]l6Psf afnaflnsf;Fusf] of}g ultljlwdf 

;+nUg x'G5g\ . To;dWo] To:tf w]/} d'2fx¿df :yfgLo, /fHo;+3Lo / cGt/f{li6«o sfof{Gjog ;+oGqx¿ 

ax'If]qflwsf/df jt{dfgdf hf]l8P/ ;dGjofTds ¿kdf sfo{ ub{5g\ . 

@=  kLl8tx¿n] cfkm" kLl8t ePsf] s'/f uf]Ko /fVb5g\ M w]/} dflg; cfkm" kLl8t ePsf] s'/f yfxf eP/ klg 

OG6/g]6df ePsf] ck/fwaf6 kLl8t ePsf] s'/f n'sfpg] ub{5g\ . hxfF;Dd zf/Ll/s / of}g b'Jo{jxf/df 

k/]sf aflnsfn] cfkm"pk/ ePsf ck/fw ;fyL, lzIfs jf cleefjsx?nfO{ eGg ;S5g\ / w]/} h:tf] 

;fOa/ cg';Gwfgsf qmddf k|x/Ldf ck/fw;Fu ;DalGwt tl:j/ jf km'6]h ;fj{hlgs ul/Fb}gg\ . 

#=  ulx/f] k|efj M ;fOa/ ck/fw k/Dk/fut ck/fweGbf Jofks ?kdf a[l4 / kl/:s[t eO/x]sf] / 

o;sf] k|efjaf6 ;dfhdf s'g} JolQm, ;+:yf / ;/sf/ s'g} g s'g} ¿kdf k|efljt ePsf] / vf;u/L 

cfly{s If]qdf o;sf] ulDe/ k|efj b]lvPsf] 5 . 

$=  ;+/rgfut ljlzi6tfM ;fOa/ ck/fwdf d'Vo tLg tl/sfn] ;+/rgfut ljlzi6tf /x]sf] x'G5 -!_ 

;fOa/ ck/fw k|ljlwut ¿kdf ;3g / ;Lkk"0f{, -@_ ;fOa/ ck/fw k/Dk/fut ck/fweGbf 

pRr:t/sf] e"d08nLs/0f ePsf] ck/fw / -#_ ;fOa/ ck/fw ck]Iffs[t gofF .  

 

378
 k|]d/fh l;njfn, ;fOa/ qmfOdsf] Oltxf; / km}lnFbf] ck/fwsf] If]q, k|x/L -å}dfl;s k|sfzg_, jif{ ^^, c+s @, c;f/–;fpg, 

@)*!, k]h g+= #(–$!_ .  
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%= ;fOa/ ck/fwsf] b'ZrqmM ;fOa/ ck/fwsf] kLl8t / sfg"g sfof{Gjog lgsfox¿sf] 5'§f5'§} 

ljz]iftfx¿n] ubf{ ;fOa/ ck/fwsf] Pp6f b'Zrqm (Vicious Circle of Cybercrime) l;h{gf u/]sf] 

kfOG5. o;sf sf/0f ;fOa/ ck/fwsf gofF ¿knfO{ ;fdgf ug{ clwsf+z b]zsf :yfgLo k|x/L 

anx¿ e"d08nLotfk|ltsf] ;fOa/ ck/fw;Fu n8\g cfjZos Ifdtfn] ;';lHht 5}gg\ . 

^=  sfg"gL pkrf/sf nflu obfsbf dfq k|of; ul/g]M pkrf/sf nflu sf]l;; gul/g] jf k|sfzdf 

gcfpg] w]/} ck/fwsf 36gfx¿dWo] ;fOa/ ck/fw klg Ps xf] . ;fOa/ ck/fwsf w]/} kLl8tx¿ 

sfg"g sfof{Gjog lgsfon] cfkm"dfly eO/x]sf] ;fOa/ ck/fwnfO{ /f]Sg ;Sb}gg\ eGg] ;f]r]/ k|x/Ldf 

ph'/L ug{ clgR5's x'G5g\ . ;fy} ;dfhdf cfˆgf] k|lti7fdf cfFr k'Ug] 8/n] To:tf] 36gf k|sfzdf 

Nofpg grfxg] klg x'G5g\ . sDKo'6/ ck/fw / ;'/Iff;DaGwL Pp6f cWoogaf6 ;fOa/ ck/fwdf 

ph'/L gug]{ ;Q/L k|ltzt kLl8tx¿n] To:tf] ph'/Lkl5 gsf/fTds k|rf/k|;f/ x'g] sf/0fn] ph'/L 

gul/Psf] eGg] pNn]v u/]sf] kfOPsf] 5 . 

&=  kqmfpdf Go"g b/M ph'/L ul/Psf ;fOa/ ck/fwsf jf/bftx¿dWo] w]/} sd ph'/Ldf dfq ;+lbUw 

JolQmnfO{ kqmfp ul/g] cj:yf x'g] u/]sf] kfOG5 . kqmfp ug{sf nflu ;Defljt ;+lbUw JolQmx¿sf] 

;d"x klxrfg ug]{ / To:tf] ;d"xaf6 lgbf]{ifx¿nfO{ Pskl5 csf]{ cnUofpFb} hfg'kg]{ x'G5 . ;fOa/ 

ck/fwsf] ljz]iftfsf] sf/0fn] ;Defljt ;+lbUw JolQmx¿sf] ;d"x klxrfg / To:tf] ;d"xaf6 

lgbf]{ifx¿nfO{ 5'6\ofpg] sfo{ eg]sf] …b'waf6 kfgL 5'6 \ofpg' hlQs} sl7g x'g] x'Fbf kqmfpdf Go"g b/ 

(Low Rate of Arrest) x'g k'Ub5 . 

*=  s;"/ sfoddf Go"g b/M k/Dk/fut ck/fwdf s;"/ sfod ug{ z+sf/lxt 7f]; k|df0fsf] hlt 

cfjZostf kb{5, Tolt g} ;fOa/ ck/fwdf ;fOa/ km/f]lG;s k|df0f ljZn]if0f ;lDdlnt sfuhftsf] 

cfjZostf kb{5. t/ To:tf] k|df0fhGo tof/Lsf] sfo{ Hofb} dxFuf] / ;do vlr{nf] x'g] nufotsf 

cK7\of/fx¿n] ;d:ofnfO{ emg pNemfpg] sfd u5{ . o;sf cltl/Qm ;fOa/ ck/fwsf] gjLgtfn] 

cbfntL k|0ffnLdf r'gf}tL v8f ul/lbG5 . 

(=  l8lh6n k|df0fM l8lh6n k|df0f ;fOa/ ck/fw cg';Gwfgsf nflu d"Nojfg ;"rgf tyf tYof+s xf], 

h'g ljB'tLo :yfgfGt/0f ug]{ jf ljz]if :yfgdf e08f/0f ul/Psf] x'G5. ck/fw cg';Gwfgsf nflu 

h'g ljB'tLo pks/0fx? a/fdb u/L ;'/lIft /flvG5, To;df n'sfO{ /flvPsf lkmË/ lk|G6x¿ / 

l8PgP l8lh6n k|df0f x'g ;S5g\ . l8lh6n k|df0f zL3| tyf ;xh} If]qflwsf/sf] ;Ldf kf/ u/]/ 

k|fKt ePsf] x'g ;S5. ;fy} of] cl3Nnf] ¿kaf6 gofF ¿kdf kl/jt{g (Altered) eO;s]sf] x'g;S5 . 

pks/0fdf /x]sf To:tf l8lh6n k|df0f ;fgf] nfk/jfxLn] jf k|oTgåf/f To;df Iflt k'¥ofpg jf 

gi6 ug{ ;lsG5. l8lh6n k|df0f ;do;Ldfleq dfq dxTjk"0f{ x'g] / lgwf{l/t ;dokl5 To:tf 

k|df0fx¿ d"Nolxg x'g ;Sg] lsl;dsf] …;do ;+j]bgzLn x'g;S5 . l8lh6n k|df0fsf y'k|} ;|f]tx¿ 

x'g ;S5g\, To;sf] k|d'v ¿kdf OG6/g]6df cfwfl/t sDKo'6/ jf sDKo'6/o'Qm pks/0f / df]afOn 

pks/0fx¿ x'g ;S5g\ . l8lh6n k|df0f ljleGg ¿kdf /x]sf x'g ;S5g\, h:t}M 6]S:6 jf kmfOn 

5lj t:jL/ / lel8of] . o:tf l8lh6n k|df0fn] ;fOa/ ck/fwsf] jf/bft ePsf] 5 eGg] tYo k'li6 

ug{ / af/jftsf] ;DaGw ;DalGwt kLl8t;Fu 5 eGg] s'/f cbfntdf :yflkt ug{ d2t ub{5 . 

!)= ljB'tLo k|df0f ;+sng ljlw / l8lh6n k|df0fsf] l;4fGtM l8lh6n k|df0f eGgfn] To:tf] ;"rgf xf], 

h'g Digital ¿kdf /flvPsf] x'G5. lsgls Tof] ;"rgf bf]xf]/f] c+s (Digit) Ps / z"Go (Zeros) df 

ljefhg ePsf] x'G5 . h'g rflxF ;ˆ6j]o/ jf sf]8åf/f ;'/lIft u/L k'gM x]g{ jf k|fKt ug{ ;lsG5 . 

kmf]6f]u|fkm, zAb, tflnsf h:tf s'g} klg lsl;dsf ;"rgf o:tf] k|lqmofåf/f l;h{gf u/L ;'/lIft 

/fVg ;lsG5 . o:tf] k|sf/n] l;h{gf u/L /flvPsf] k|df0fx¿ kQf nufpg] / ltgsf] b'?kof]u ul/g] 
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sfo{ km/]lG;s hfFrsf] ljifo aGb} cfPsf] / o;sf] sf/0f gofFgofF k|ljlwsf] pTklQ eO/x]sf] x'G5 . 

;fOj/ ck/fwdf l8lh6n k|df0f (Digital Evidence) sf] dxTj Hofb} 7'nf] /x]sf] 5 . k/Dk/fut 

ck/fw :yflkt x'g ef}lts ;a't k|df0fsf] cfjZostf /x] em}+ ;fOa/ ck/fwdf ef}lts ;a'b k|df0f 

s]xL cGo xb;Dd ;fGble{s x'g] eP klg d'VotM To:tf ef}lts k|df0f sDKo'6/o'Qm pks/0fdf n's]/ 

/x]sf] Logs, Device Fingerprint, Video Footage, Image, Archive Active Data h:tf 

clen]vsf] clwstd pkof]u ul/G5 . ;fy} o:tf ljB'tLo k|df0f ;+sng ljlw / ljifo klg 

k/Dk/fut ef}lts k|df0f ;+sng ljlw / ljifoeGbf km/s / gaLg x'g] ub{5g\ . 

!!=  ;fOa/ km/]lG;sM o;sf] s'/f ubf{ ;fOa/ km/]lG;s sDKo'6/ km/]lG;s / l8lh6n km/]lG;seGbf 

o;sf] coverage scope s]xL km/flsnf] x'G5 . l8lh6n km/]lG;ss} csf]{ gfd ;fOa/ km/]lG;s eP 

tfklg ;fOa/ km/]lG;sn] ckmnfOg l8lh6neGbf cl3 a9]/ ;fOa/ :k];df x'g] x/]s ultljlwsf] 

k|df0f ljZn]if0f ug{ ;Sg] Ifdtf /fV5 . …;fOa/ zAb g} sDKo'6/ / l8lh6neGbf a9L Jofks / 

cTofw'lgs ePsf]n] eljiodf …;fOa/Ú zAbsf] Jofks k|of]usf] ;Defjgf ;d]tnfO{ ljrf/ u/L oxfF 

l8lh6n / sDKo'6/;Fu ;DalGwt ck/fw / km/]lG;ssf] rrf{ x'Fbf …;fOa/ ck/fw / ;fOa/ 

km/]lG;sÚ zAbsf] k|of]u ul/Psf] 5 . ;fOa/ km/]lG;sn] s'g} ;fOa/ ck/fwsf] d'2fdf ck/fwLnfO{ 

p;sf] ck/fw k'li6 ug{ k]; ul/g] ;+slnt l8lh6n k|df0fnfO{ ljZn]if0f ug]{ sfo{ ub{5 . ;fOa/ 

km/]lG;ssf] d'Vo p2]Zo s;n] / s;/L ck/fw u¥of] eGg] ;DaGwdf k|df0fsf] >[+vnfa4 s8L 

(chain of evidence) Jojl:yt u/L b:tfj]hLs/0f ug]{ /x]sf] x'G5 . 

!@= l8lh6n l8PgPM l8lh6n l8PgP k4lt x/]s sDKo'6/ k|of]ustf{n] sDKo'6/ tYof+sdf cfˆg} 

tl/sfn] Access u/]sf] x'G5 / p;n] h] h;/L Access u/]sf] x'G5 Tof] tl/sfn] cfˆg} 5'§} l8lh6n 

lkmË/lk|G6 l;h{gf u/]sf] x'G5, Tof] tl/sf g} p;sf] l8lh6n l8PgP aGg k'U5 . o;/L x/]s 

Computer User sf] cfˆgf l8lh6n l8PgP x'g] ePkl5 Pp6f sDKo'6/sf tYof+sdf Pp6fn] 

Access u/]sf]df To;} sDKo'6/nfO{ csf]{n] Access ubf{ cfˆgf] tl/sfn] ug]{ x'Fbf tL b'O{ 

k|of]ustf{sf] Access ug]{ tl/sfdf cfPsf Variation n] sDKo'6/ tYof+sdf Access ug]{ JolQmsf 

DNA klxrfg u/]/ ;fOa/ ck/fwsf] cg';Gwfgdf l8lh6n km/]lG;ssf] dfWodaf6 l8PgP Doflrª 

/ ljZn]if0f ul/g] k4ltnfO{ l8lh6n l8PgP elgPsf] 5 .
379

  

;+ul7t ck/fwsf] kl/efiff ljleGg cg';Gwfgstf{ / lj1x¿n] u/]sf] kfOG5 t/ ;j{dfGo kl/efiff 

cfpg ;s]sf] kfOFb}g . ;+ul7t ck/fwn] a[xt u}/–sfg"gL lqmofsnfkx¿ ;d]6\g] ePsf]n] ljZjJofkL 

¿kdf :jLsf/of]Uo kl/efiff cfpg g;s]sf] xf] . ;+ul7t ck/fw eGgfn] s;}n] ck/flws ;d"xsf] nfesf] 

nflu ck/flws ;d"xsf] lgb]{zgdf ck/flws ;d"xsf] tkm{af6 ck/flws ;d"x;Fu ldn]/ jf ck/flws 

;d"xsf] ;+:yfks ;b:o jf ;b:o eO{ hfgLhfgL s'g} lsl;dsf] uDeL/ ck/fw u/]df lghn] ;+ul7t 

ck/fw u/]sf] dflgg]5 . o; k|fjwfgcg';f/ ;+ul7t ck/fw x'gsf nflu æcfk/flws ;d"xÆ sf] cl:tTj 

b]lvg' k5{ . cfk/flws ;d"x eGgfn] k|ToIf jf k/f]If ¿kdf kl/R5]b @ df plNnlvt ;+ul7t ck/fw ug]{ 

p2]Zon] g]kfnleq jf aflx/ /x] ePsf] ;+ul7t jf c;+ul7t tLg jf tLg eGbf j9L JolQmx¿sf] ;d"x 

;Demg'k5{ . æcfk/flws ;d"x a]u/ ul/Psf] s;"/ ;+ul7t ck/fw x'g ;Sb}g . United Nations 

Convention against Transnational Organized Crime Article 2(a) adf]lhd ;+ul7t cfk/flws 

 

379
 8f=/Tgaxfb'/ afurGb, ;fOa/ ck/fw / o;;DaGwL sfg"gsf] ljsf;, ;a}sf nflu Gofo, -Gofo k|zf;gsf ljljw cfofdx? 

;DaGwL n]vx?sf] ;ª\u|x_, g]kfn lghfdtL sd{rf/L ;+u7g, ;jf]{Rr cbfnt, klxnf] ;+:s/0f @)*), k]h g+= !#%%–!#%*_ .  
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;d"xnfO{ lgDgfg';f/ JofVof ul/Psf] 5 . Organized criminal group shall mean a structured group 

of three or more persons, existing for a period of bine and acting in concert with the aim of 

committing one or more serious crimes or offences established in accordance with this 

Convention, in order to obtain, directly or indirectly, a financial or other material benefit 

.(Motivation) nfe xf] . nfe eGgfn] cfly{s jf cGo s'g} ef}lts nfe (Financial or other material 

benefit) eGg] a'lemG5 . oxL p2]Zo (Motivation) tTjn] cGo ;fd"lxs ck/fwaf6 km/s b]lvG5 . 

ef/tLo ;jf]{Rr cbfntn] ;+ul7t ck/fw eg]sf] u}/–sfg"gL sfo{df lg/Gt/ pkt /x]sf] (continuing 

aunlawfial activity) / ;+ul7t ck/fw ;d"x (organisedime Syndicate) sf] ;dli6M /x]sf] eg]sf] 

kfOG5 . ;f] km};nfcg';f/ ;+ul7t ck/fwsf] cfjZos tTjdf lgDgadf]lhd /x]sf] kfOG5M 

!=  sfg"gåf/f lgif]lwt lqmofsnfk,  

@=  # jif{ eGbf a9L ;hfo x'g] s;"/,  

#=  JolQmut jf ;fd"lxs ¿kdf s;"/df ;+nUgtf,  

$=  ;+ul7t ;d"x (organized crime Syndicate) sf] ;b:o eO{ ;xefuL ePsf], 

%=  pxL k|sf/sf] s;"/df ;+nUg /x]sf] egL bz jif{lar ;Ifd cbfntdf Ps jf a9L cleof]ukq bfo/ 

ePsf] / ;f] s'/f cbfntsf] hfgsf/Ldf /x]sf], 

^=  o:tf lqmofsnfk lx+;fsf wDsL, x/ rf; jf s/sfk jf cGo cj}w tl/sfn] ul/Psf], 

&=  cfly{s jf cGo u}/–sfg"gL nfesf nflu pQm sfo{ u/]sf] jf ljb|f]x (Insurgency) dRrfpgsf 

nflu ;f] sfo{ u/]sf] . 

lgisif{ 
/fli6«o ;fOa/ ;'/Iff gLlt, @)*) sf ljz]iftfx?df /fHo Joj:yfsf] ;~rfng, ljsf;sf] 

Joj:yfkg, ;fj{hlgs ;]jf k|jfx tyf gful/ssf cfjs lqmofsnfk l8lh6n k|ljlwdf lge{/ x'Fb} 

uO/x]sf] cj:yfdf ;fOa/ ;'/Iff r'gf}tLk"0f{ x'Fb} uPsf] 5 . lbgfg'lbg a9\b} uO/x]sf] JolQmut, ;+:yfut 

8f6f rf]/L÷b'?kof]u, ;"rgf k|ljlw k|0ffnLx¿ dflysf] cglws[t kx'Fr, /fli6«o tyf cGt/f{li6«o ;"rgf 

k|ljlw k|0ffnLdfly eO/x]sf ;fOa/ cfqmd0fsf] k|lt/Iff ug]{ ljifonfO{ ;'lglZrt ug{ ;fOa/ cfqmd0faf6 

x'g ;Sg] Iflt /f]Sg, Go"gLs/0f ug{ / eljiodf x'g ;Sg] o:tf cfqmd0faf6 ;'/lIft /xg' cTofjZos 

ePsf] 5. Psftkm{ ;'/lIft ;"rgf k|ljlwsf] k|of]uaf6 kf/bzL{ Pjd\ k|efjsf/L ;fj{hlgs ;]jf 

Joj:yfkgsf] ck]Iff k"/f ug{'kg]{ cj:yf 5 eg] csf]{tkm{ gful/s clwsf/sf ljZjJofkL dfGotf, g]kfnsf] 

;+ljwfgn] k|bQ u/]sf] df}lns xs sfof{Gjog ug{'kg]{ cj:yf;d]t 5 . g]kfndf klxnf] k6s @)@* 

;fndf /fli6«o hgu0fgfsf] tYofË k|zf]wgsf qmddf sDKo'6/ k|ljlwsf] k|of]u ePsf] xf]. @)#! ;fndf 

sDKo'6/;+u ;DalGwt klxnf] ;+:yf ;]G6/ km/ On]S6«f]lgs 8f6f k|f];]l;ª :yfkgf eof] h;sf] gfd kl5 

/fli6«o sDKo'6/ s]G› ePsf] xf] . 

;fOa/ cfqmd0f /f]Sgsf nflu g]kfn k|x/L ;fOa/ Ao'/f]n] ;d]t dxTjk"0f{ sfo{ ul//x]sf] 5 . g]kfn 

k|x/L ;fOa/ Ao'/f]sf] tYofÍ cg';f/ o; cfly{s jif{df gf} xhf/ !# j6f ;fOa/ 36gf btf{ ePsf 5g\ . 

o;n] klg g]kfndf ;fOa/ 36gf al9/x]sf] b]lvG5 . …lkm8 \;PS:Knf]O6Ú gfds Xofs/ ;d"xn] g]kfnsf 

j]a;fO6x¿ Xofs u/]sf] bfaL u/]sf] 5 . …lkm8 \;PS:Knf]O6Ú gfds ;d"xn] …Pgf]g ANofs 

ˆNofu÷OG8f]g]l;ofÚ gfds 6]lnu|fd Rofgndfkm{t g]kfnsf ;/sf/L tyf lghL j]a;fO6x¿ Xofs u/]sf] 

bfaL u/]sf] g]kfnL ;~rf/ dfWodn] hgfPsf] 5 . pQm ;d"xn] g]kfnL gful/ssf] ;+j]bgzLn sfuhft;lxt 

Ps xhf/ &%) j6f kmfOn cfkm";Fu /x]sf] ;d]t bfaL u/]sf] 5 . ;/sf/n] ;fOa/ cfqmd0fnfO{ /f]Sgsf 

nflu ;"rgf k|ljlw If]qdf nufgL a9fpg'k5{ . ;fOa/ ;'/Iff cg'udg ug]{ p2]Zon] ;~rfngdf NofPsf] 
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/fli6«o ;fOa/ ;'/Iff s]G›n] k6s k6s ;fOa/ cfqmd0f x'Fbf klg s'g} 7f]; sfd ug{ ;s]sf] b]lvFb}g . 

s]G›df bIf hgzlQmsf] cefj klg 5 . o;n] sfdsfh x'g ;s]sf] 5}g . ;/sf/n] ;fOa/ cfqmd0f 

/f]syfdsf nflu ldl8ofsf] ;xof]udf …;fOa/ hfu¿stf cleofgÚ ;~rfng ug{ cu|;/ x'g'k5{ . 

OG6/g]6sf] k|of]u u/]/ 7uL ug]{, Xoflsª ug]{, JolQmut ;"rgf v'nf;f ug]{, cgnfOgsf] k|of]u u/]/ 

wDsL lbg], sDKo'6/ ;|f]t, ;+s]tsf] rf]/L, gi6 jf kl/jt{g, sDKo'6/ / ;"rgf k|0ffnLdf Iflt k'¥ofpg], 

uf]kgLotf e+u ug]{ tyf em'7f Joxf]/fsf] ;"rgf lbg], em'7f k|df0fkq jf Ohfhtkq k]z ug]{, sDKo'6/ 

hfn;fhL ug]{ cflb h:tf ;d:ofx? b]lvPsf 5g\ . ;DalGwt ljifodf tflnd k|fKt bIf hgzlQmsf] 

cefj x'g' / ePsf hgzlQmnfO{ d}lg retaintion ug{ g;Sg', cg';Gwfgsf] nflu cfjZos gofF gofF 

Tools, technique & equipment sf] cefj x'g' / Cyber Crime Trans–border crime ePsf]n] 

cg';Gwfg ug{ sl7g, ;]jf k|bfos ;+:yfx? sdhf]/ x'Fbf cg';Gwfgsf nflu cfjZos ;Dk"0f{ ;"rgfx? 

;dodf g} pknJw u/fpg g;Sg', Trans border crime ePsf]n] cGo d'n's;Fu ;dGjo ug{ sl7gfO{ 

k/]sf] 5 . ;fdflhs ;+hfnsf ;Dks{ sfof{no g]kfndf gx'Fbf cfjZos ;"rgf k|fKt ug{ c;dy{ x'g', 

ck/fwnfO{ :yflkt ug{sf nflu oy]i7 k|df0f ;+sngdf sl7gfO{ x'g', d'n'se/sf] ;fO{a/ ck/fw ;DaGwL 

d'2f sf7df08f} lhNnf cbfntaf6 cg';Gwfg ug{'kbf{ d'2fsf] rfk a9\g', l8lh6n kmf]/]lG;s Nofadf 

kof{Kt sd{rf/L / pks/0fsf] cefjsf ;dod} l/kf]6{x? k|fKt gx'g', ;fO{a/ ck/fw ;DaGwL dha't 

sfg"gL Joj:yf gx'g' / ljB'tLo sf/f]af/ P]g, @)^# n] ;fO{a/ ck/fwsf ;Dk"0f{ kIfnfO{ ;d]6\g g;Sg', 

/fli6«o ;fO{j/ ;'/Iff /0fgLlt ;dod} th{'df / :jLs[lt u/L sfof{Gjogdf Nofpg g;Sg', ;fO{a/ ;'/Iffsf] 

pkfo / o;sf hf]lvd ;DaGwdf gful/s :t/df hgr]tgfsf] cefj x'g' cGt/lgsfo ;dGjo, ;xsfo{ / 

;fem]bf/Lsf] cefj x'g' cflb h:tf ;d:of tyf r'gf}tLx? l;h{gf ePsf 5g\ . 

 

;Gbe{u|Gyx? 
8f=v'zL k|;fb yf?, ;+ul7t ck/fw M e|i6frf/ / ;DklQ z'4Ls/0f, ;a}sf nflu Gofo, g]kfn lghfdtL 

sd{rf/L ;+u7g, ;jf]{Rr cbfnt, klxnf] ;+:s/0f @)*), /fdzfxky, sf7df8f}+, g]kfn . 

sflnaxfb'/ ;fDo" lnDa", ck/fw M cjwf/0ff, tTj, k|sf/, r/0f, kIf, ck"0f{ ck/fw / k|lt/Iff / 

;fd'bflos ;]jf, ;a}sf nflu Gofo, g]kfn lghfdtL sd{rf/L ;+u7g, ;jf]{Rr cbfnt, klxnf] 

;+:s/0f @)*), /fdzfxky, sf7df8f}+, g]kfn . 

8f=/Tgaxfb'/ afurGb, ;fOa/ ck/fw / o;;DaGwL sfg"gsf] ljsf;, ;a}sf nflu Gofo, g]kfn lghfdtL 

sd{rf/L ;+u7g, ;jf]{Rr cbfnt, klxnf] ;+:s/0f @)*), /fdzfxky, sf7df8f}+, g]kfn . 

g]kfnsf] ;+ljwfg, @)&@, sfg"g tyf Gofo dGqfno .  

cfly{s ;e]{If0f @)*!÷*@, g]kfn ;/sf/, cy{ dGqfno, l;+xb/af/, sf7df8f}+, g]kfn .  

cfly{s jif{ @)*@÷*# sf] ah]6 jStJo, cy{ dGqfno, l;+xb/af/, sf7df8f}+, g]kfn .  

/fli6«o ;fOa/ ;'/Iff gLlt, @)*).  

zf/bf km'ofn, gjLg s'df/ ofbj, ;fOa/ ck/fwM cjwf/0ff / o;sf cfofdx?, Goflos cfjfh-Gofo / 

sfg"g ;DaGwL ;d;fdlos b[li6sf]0fx?_, cÍ (, @)*! c;f]h, Gofokflnsf clws[t ;dfh, 

sf7df8f}+, g]kfn . 

uDeL/ axfb'/ xf8f, g]kfndf ;"rgf k|ljlwsf] dxTj tyf cfjZostf –;d:of / ;'emfj SORF, Social 

Research Forum, lqk'/f;'Gb/L –*, eQmk'/, jif{ @, c+s !, @)^@ a}zfv.  

uDeL/ axfb'/ xf8f, g]kfndf ;"rgf k|ljlwsf] dxTj tyf cfjZostf –;d:of / ;'emfj ;g/fOh g]kfn, 

ko{6g jftfj/0fLo kflIfs, ebf} !%–#), sf7df8f}+, g]kfn. 


