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ABSTRACT 
Cryptography is the practice and study of hiding information from all but those with the means or key to 
decode the message. Also the area of cryptography employs many different means of transforming normal 
data in to unreadable form. This paper’s aim of the study was how to keep the digital data secretly and sent it 
secretly through insecure channels based on basis vectors, that an activity builds around one of the techniques 
that illustrate an application of a set of basis vectors called matrix to cryptography The method involves two 
matrices of which one is used to encode the encoding matrix and the other one to decode the decoding matrix. 
The characters, in the original message or stream are assigned numerical values and the matrix must be row 
reduce echelon form for use in decoding. The proposed method is very simple in its principle and has great 
potential to be applied to other situations where the exchange of message is done confidentially.
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Introduction
Cryptography (Rivest, 1991) was one such way of transferring the data in a secure way, a single key is for both 
encryption and decryption purposes. The sharing of this key becomes insecure sometimes. With the development 
of human intelligence, the art of cryptography has become more complex in order to make information more 
secure. Number theory (Koblitz, Some Topics in Elementary Number Theory, 2008), as discussed in Koblenz’s 
work “Some Topics in Elementary Number Theory” from 2008, has implications in coding theory, particularly in 
the implementation and analysis of public-key cryptosystems. The Nepal Telecommunications Authority noted a 
surge in criminal activities, including cyber-attacks, due to the rapid expansion of information and communica-
tion technology. To mitigate these risks, new legislation includes provisions that mandate adherence by service 
providers. Despite Nepal’s emphasis on security and privacy, there have been frequent media and police reports 
on cybersecurity breaches. Nepal faces a precarious and challenging IT landscape, and despite its respect for 
security and privacy, the existing cybersecurity policies have yet to effectively address the escalating concerns 
regarding cyber breaches among users (Subedi, 2019).
Therefore, this paper’s aim of the study was how to keep the digital data secretly and sent it secretly through 
insecure channels based on basis vectors that an activity builds around one of the techniques that illustrate an 
application of a set of basis vectors called matrix to cryptography. Encryption is the process of encoding a mes-
sage or information in such a way that only authorized parties can access it. Encryption does not itself prevent 
interference that need to insure that this information is invulnerable to snoop, but denies the intelligible content 
to a would-be interceptor. For digital data exchange, an encryption scheme usually provides a pseudo-random 
encryption key generated by an algorithm. It is possible to decrypt the message without controlling the key. A 
well-designed encryption technique, considerable computational resources and skills are required. An endorsed 
recipient can easily decrypt the message with the key provided by the creator to recipients but not to unauthorized 
users. Decryption is the method of encoded or encrypted text or other data and converting it back into plaintext 
that the computer can read and recognize. It may be accomplished manually or automatically and may also be 
performed with a set of keys or passwords.
Methodology
The text message of length one can be converted into a stream of numerals using an accessible scheme for both 
the sender and the receiver as below 
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Table no 1 represents the characters into numbers
A B C D E F G H I J K L M N O
00 01 02 03 04 05 06 07 08 09 10 11 12 13 14
P Q R S T U V W X Y Z ? * .
15 16 17 18 19 20 21 22 23 24 25 26 27 28 29

And # as 30. Consider the plain text massage P in coded matrix form of 3Further consider the basis of three 
dimension column vectors K= [a1 a2 a3] as key whose determinant is coprime to number of 31 codes. Multiply 
this message matrix P to the key basis matrix K of size 3 and get the encoded matrix C = KP (mod31) of size 3, 
m≥1. The message matrix C can be converted into the stream of numbers and convert this stream of numerals in 
to the text of the cypher text message, that contains the encrypted message and sent to the receiver. For decryption 
process. The encrypted message into a matrix can be placed by the encrypted stream of numbers. The augmented 
matrix [K: C] (mod31) can be change into row reduce Echelon form (RREF) (Joseph F., 2011) to get back the 
number matrix P. The matrix P can be converted into a stream of numbers with the help of the originally used 
method. Convert this stream of numerals in to the text of the original message. Data were computed by MatLab 
2014b software. The procedure as follows 



Nepalese Journal of Management Research (2024), Vol. 4 13



Nepalese Journal of Management Research (2024), Vol. 414

The matrix can use as the key for short or long text encrypted and the decrypted text retrieved by its inverse ma-
trix for any change  that convert integer numbers to letters (Mathivadhana & Sivasankari, 2018) (Prabhavathi & 
Chandrapushpam, 2018). But in this study the decrypted text retrieved the plain text by row reduce echelon form 
Conclusion  
This paper provides the methods of sending messages secretly. As both encryption and decryption methods are 
using mathematical techniques matrix multiplication and congruence modulo. They are considered to be best 
methods to decrypt the encoded message by the key matrix known as basis vector and congruence modulo must 
be known between the sender and the receiver, the sending messages can be kept secretly from others.
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